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About This Document

This product includes two documents as the table below.

Documents Description How to get it
. . Including product introductions and | In the packing box or contact
Quick Guide installation steps. your dealer.
Web-based Including Web network management
Configuration Guide | system configuration instructions. Please contact your dealer.

This document is Web-based Configuration _Guide, including Web network management
system (short for Web system) configuration instructions. It is intended for engineers or anyone who
needs to configure the device by Web system.

The configuration instructions here take Industrial 8-Port Gigabit POE+ 4-Port SFP L2 Managed
Ethernet Switch (VITESSE) as example. If there is inconsistency between the instruction (eg. port
number, PoE function, etc.) and the actual product, please refer to the actual product.

Announcement

The information in this document is subject to change without notice.

The document is only used as operation guide, except for other promises. No warranties of any kind,
either express or implied are made in relation to the description, information or suggestion or any
other contents of the manual.

The images shown here are indicative only. If there is inconsistency between the image and the
actual product, the actual product shall govern.

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description
ﬁ Indicates a hazard with a high level of risk, which if not avoided, will result
DANGER in death or serious injury.

ﬁ Indicates a hazard with a medium or low level of risk, which if not avoided,
WARNING could result in minor or moderate injury.

Indicates a potentially hazardous situation, which if not avoided, could
& CAUTION result in equipment damage, data loss, performance degradation, or
unexpected results.

Provides additional information to emphasize or supplement important

NOTE points in the main text.




Change History

Updates between document issues are cumulative. Therefore, the latest document issue contains all
updates made in previous issues.

Version | State Release Date Descriptions

V1.0 Released 2021-09-09 Initial commercial release.
V1.1 Released 2022-03-25 Add details about PoE Mode.
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1 Configuration Instruction

To facilitate configuration and the maintenance of the device, the Web system is provided to users.
You can log in to the Web system to configure and maintain devices through the graphic user
interface (GUI).

The Web-based configuration guide describes the configuration and maintenance of the device
through the Web system. It is intended for engineers or anyone who needs to configure the device
through the Web system.

Web System Overview

The Web system provides the functions as below.
Information and Status
Network Admin
Port Configure
PoE
Advanced Configure
Security Configure
QoS Configure
Diagnostics
Maintenance

Please follow the instructions below to configure the Web system.



2 Environments Requirements

2.1 Hardware Requirements

The management PC recommended as below.
Make sure the management PC has already been with Ethernet port.
Use a network cable to connect the Ethernet port of PC and the Ethernet port of the switch.

2.2 Software Requirements
The browser version recommend as below.

Chrome



3 Set Up Network Connection

Before login the Web system to start configuration, users need to set up the network connection as
follow steps.

Set the IP of the PC and the switch in the same network segment. The default IP address of the
switch is 192.168.1.200, network gate is 255.255.255.0.

The port to connect management PC for Web setting must be management VLAN. By default,
management VLAN is VLAN 1, and each port of the switch is VLAN1.

If you need to connect the remote network, please make sure the management PC and the router
can do the jobs above.

This product can't assign the IP address for the management PC, please configure the
management static IP manually before web configuration.

3.1 Set Static IP for the Management Computer
Operation steps (take Windows 7 as sample):

Click <start> to enter the <start> menu, select “ control panel ”. Double click “ network connection ”
icon, then double click the “ local connection ” icon, “local Area Connection Status ” window pops

out.
-4 Local Area Connection Status @
General | Support
Connection
Status: Connected
Duration: 00:04:10
Speed: 100.0 Mbps
Activity
= A
Sent - J_] Received
o
L--—h-‘
Bytes: 7146 7.917
[ Properties ] [ Disable ]




Click <property> button, enter "Local Area Connection Property" window.

-+ Local Area Connection Properties

General | Advanced

Connect using:

ES Intel 21140-Bazed PCI Fast Ethernet »

Thiz connection uses the follmwing tems:

fgl Client for Microzoft Metwork.s

.@. File and Prinker Sharing for Microsoft Networks
SQDS Packet Scheduler
 Internet Protocol [TCPAP]

Dezcription

Tranzmizsion Contral Pratocal/|nternet Protocol. The default
wide area network, protocal that provides communication
across diverse interconnected networks.

Show ican in natification area when connected
Motify me when thiz connection has limited or no connectivity

ak ] [ Cancel

Select "Internet protocol (TCP/IP), click <property> button, enter “ Internet Protocol (TCP/IP)
Properties ” window. Select the option “ Use the following IP address ”, input IP address (use
arbitrary value between 192.168.1.1~ 192.168.1.254, besides 192.168.1.200) and the subnet
mask(255.255.255.0).

Click "OK" to finish the configuration.

Internet Protocol (TCP/IP) Properties

General |

You can get IP settings assigned automatically if wour nebwork. supports
thiz capability, Otherwise, vou need to ask pour nebwaork, administrator for
the appropriate 1P settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192 168 . 1 . 82
Subnet mask: 260265 286 . 0

Default gateway: 192 0168 . 1 .1

(%) Use the fallowing DMS server addresses:
Preferred DNS server: 1920168, 1 . 2
Alternate DNS server 202 . 96 128 . 86

I ar. H Cancel ]

Note:
DNS server address can be empty or be filled in with the real server address.



3.2 Confirm the Network Connection by Ping Command

Operation Steps as below:

Click <Start> button to enter <Start> menu, select <Run>, popping out the dialog.

- Type the name of a program, folder, document, or
Internet resource, and \Windows will open it for vou.

Open: w

[ (2] H Cancel H Browse. ., ]

Input "ping 192.168.1.200", and press enter. If there is equipment response displaying in the pop
out dialog, that means network connection succeed, otherwise please check if the network
connection is correct.

C:\>ping 192.168.1.280
Pinging 192.168.1.208 with 32 bytes of data:
Reply from 192.168 2 time<ims TTL=64

=32 time<{ims TTL=64
208: bytes=32 timelims TTL=64

Reply from 192.168
Reply from 192.168

1.

Reply from 192.168.1.2 s time<ims TTL=64
=, B
-1.

Ping statistics for 192.168.1.208:

P Sent = 4, Received = 4, Lost = @ (Bx loss).
Approximate round trip times in milli-seconds:

Minimun Bns . Maximun Bns. Average Bns

3.3 Cancel the Proxy Server

If this management PC uses proxy server to visit the internet, then the proxy service must be
prohibited as follows:

In browser, select <Tool/Internet Option> to enter <Internet Options> window.

[internet Opinions 0 20
|
|

Connections | Frozrams | Advanced
General | Security | Privacy I Content
Home page
‘ To create home page tabs, type each address on its own line.
Lk ittp: {fhao. 360.cnj?safe) =]

=
| usedefaur | useplank |

Browsing history

4 Delete temporary files, history, cookies, saved passwords,
v and web Form information,

[T Delete browsing history on exit
Delete... I Settings I

Search
- Change search defaults. Settings I
Tabs
Change how webpages are displayed in Settings
tabs.
Appearance
Colors Languages Fonts ] Accessibility I




Select “ Connections ” tab in <Internet Options> window, and click <LAN Setting> button.

Local Area Network (LAN) Settings @

Automatic configuration

Automnatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings

D Use automatic configuration script

Proxy server
se a proxy server for your LAN (These settings will not apply to
ial-up or YPM connections).

[ OK ] [ Cancel

J

Check if the “ Use a proxy server for your LAN ” option is selected. If selected, please deselect

the option. Then click <OK> button.

Note:

Please follow the steps to check if the switch is installed correctly:
Whether the physical connection of the equipment is correct?

Use network cable to connect the product’'s Ethernet port (except the console port) with
managed computer network card, and ensure the link LED of the port is on.

Whether the computer TCP/IP agreement setting is correct?

Management PC's IP address must be 192.168.1.x (x range is 1~254 and x can’t be 200,
otherwise it will conflict with the product IP address 192.168.1.200), subnet mask:

255.255.255.0.

Whether the computer's port VLAN ID is 1?
By default, the management VLAN is VLAN 1, same as each port of switch.

Now the setting up tasks are finished.

Users can login the Web system and start configuration as following.



4 Login the Web system

4.1 Login and Start
Open the browser, input the switch default address.

Press Enter, the user login page will show in front of you as follows.
Iltems

Default value
192.168.1.200
255.255.255.0

admin

Switch default address

Subnet mask

Administrator’s account

Administrator’s password

admin

Input Administrator’s account and password, press Enter, and click <Login in>, the Web system page
will be shown as below:

>Information & Status System Inf i
e ystem Information
>Port Configure
>POE

System Information
Company Name

!

> Advanced Configure Website and Contact

» Security Configure Model Name 8GI-4SFP

>QoS Configure MAC Address ac-90-00-41-62-22

»Diagnostics SN20210707

»Maintenance
System Date 1970-01-01700:01:40+00-00
System Uptime 04 000140

l

Firmware Version V1.1-2020-06-20
Firmware Date [ 2020-06-20T04:52:46-07:00

2 % 1 4%

CPU MEMORY

17¢c

TEMP

N\
q
g



4.2 Web System User Interface

Interface Layout

The layout and style of the Web system client GUI are described as follows.

System Information

3

Company Name

Website and Contact

Model Name B8GT-4SFP

MAC Address ac-90-00-41-b2-22

SN SN20210707

System Date 1970-01-01T00:01:40+00:00

Sﬁslem Usume 0d 00:01:40

Firmware Version V1.1-2020-08-20

Firmware Date | 2020-06-20T04:52:46-07:00 |

2% 14, £ 17c
Z
% CPU MEMORY % TEMP

Items Descriptions
1 Navigation tree
2 Switch ports and indicators diagram

Ports notes:
| : 100Mbps linked.
= . 1000Mbps linked.
Bl o link.
Indicators notes:
: The indicator is on.
® : The indicator is off.

3 Configuration area

4.3 Saving Configuration

After performing configuration, users need to save the configuration data. If you do not save the
configuration data, the configuration that you made will be lost after reboot.

To save configurations, please click the <Save> button at the bottom of the page to save the
configuration data to memory.

4.4  Viewing Configuration
Finished configuration, click <Refresh> button on the page, users can view the saved configuration.
4.5 Logging-out Web System

To protect security of user accounts and switches, please log out of the Web system immediately

after finishing the configurations. Users can log out of the Web system by clicking #£ on the top
right corner of the page to close the browser.



5 Information & Status

Users can check switch information and working status, including:
System information
IP status
System log
Detail system log
MAC table
VLANS
Ports
LACP
Thermal protection
Green Ethernet
PoE status
LLDP
Loop protection
Spanning tree
IGMP snooping
DHCP
Security
QoS

5.1 Traffic Statistics

Users can view traffic statistics on interfaces and update the statistics.

Sent Frame Statistics Received Frame Statistics

S B S R S N B N T R R S N

[ 0

g

@ ~ @ o ke N -
© © ® © & o © o
© ® © © @& o & o
© o © © & o o

5 o ® © & o © o
© o o © © o o o
© ® © © @& o & o
© & © © & o o

© ® © © @& o & o

Procedure

Click <Refresh> button to reload the page.

5.2 MAC Address Table

Users can view the MAC table of the interfaces.



MAC Address Table

T s T R s e

1 00:08:82:C4:C3:22 1 b dynamic
2 50:46:5D:A9:2D:29 1 b dynamic
3 13:31:BF0B:C4:12 1 b dynamic
4 984562 1AFT-11 1 b dynamic
5 50:46:5D:A9:2D:32 1 b dynamic
6 00:22:A2:00:03:01 1 L] dynamic
7 54:AB:3A:2F09:6E 1 L] dynamic
3 98:45:62:1AFT:1F 1 L] dynamic
9 88:D7:F6:E0:AZDB 1 L] dynamic
10 40:8D:5G:3F:4D:BA 1 L] dynamic
L] 8C:89:A5:FD:DF:30 1 L] dynamic
2 FC:AA 14:3C:FO:BA 1 L] dynamic
13 00:00:00:00:04:29 1 L] dynamic
14 00:22:A2:00:0E:01 1 L] dynamic
15 00:E0:66:70:B7:08 1 L] dynamic
16 00:08:82:C0:07-AT 1 L] dynamic

Procedure

1) Click the drop down list to select the sort type, including
Automatic
By MAC Address
By VLAN
By port
2) Click <Refresh> button to reload the page.

10



6 Network Management

6.1 IP Configuration
Note:
IP address of switch is 192.168.1.200 by default, and the default subnet mask is 255.255.255.0(24)

Click "Network Admin"> “IP “, screen will shows as:

3 Information & Status
wNetwork Admin
=|P Config
1P Status
»DHCPSever
«NTP
= Timezone
»SNMP
=Syslog
> Port Configure
>PoE IP Interfaces

IP Configuration

Mode [Host ~]|

DNS Server 0 JIEYNIEEC N | |

QUEELLUEN (NoDNSserver v \
|
|

DURRELEI N | No DNS server v |
DNS Server 3 [IEDIER v||
DNS Proxy O

>Advanced Configure

DHCPv4 IPv4 IPvé

> Security Configure Loz G Enable Fallback Current Lease Address Mask Length Address Mask Length
> oS Conture O 10 ]

> Diagnostics
>Maintenance [ Add Interface |

IP Routes

Delete Network Mask Length Gateway Next Hop VLAN

| Add Route |

| Save H Reset \

Following is description detail about IP configuration:

Name Description

Port Name Display system’s port name

VLAN VLAN for for access and management of switch

If enable, it means that VLAN port start IPv4 DHCP client, to dynamically get IPv4
addresses of the switch. Otherwise, it will use switch’s static IP configuration.

IPv4 DHCP |Fallback(Seconds), means the waiting time for switch to get dynamic IP address via
DHCP. The value of "0" here means never over the time.

Current Lease, means the IP address get from DHCP

Address: static IPv4 address entered by user.

IPv4
Mask Length: static IPv4subnetmask entered by user.

IP Address, Users can input the static IPv6 address

IPv6 . .
IP Mask, Users can input the static IPv6 subnet mask

Destination, Users can iput t he IPv4 address of destination
IP Routes IP Mask, Users can static IPv4 subnet mask
Next address, Users can input next IPv4 address

Click "Add Interface “to create a new management for VLAN and IP address. Click "Save' 'to save
settings.

Note:

The switchonly created VLAN1 by default. If user needs to use other VLAN for switch management,
please first add VLAN in the VLAN module, and add the relevant port to the VLAN.

6.2 NTP Configuration

NTP is an acronym for Simple Network Time Protocol, a network protocol for synchronizing the clocks
of computer systems. You can specify NTP Servers and set GMT Time zone. The NTP Configuration
screens will appear after you click "Network Admin">"NTP".

11



» Information & Status
wMNetwork Admin

= [P Config

= [P Status

» DHCFPServer

SNTP Configuration

Mode [Enabled v |
Server Address || EIZRPIFELT | |

| Save || Reset |

« SNTP
= Timezone
> SNMP

= Syslog

Configuration object and description is:

Object Description

Click drop-down menu to select "Enabled" or "Disabled" NTP.

Enabled: Enable NTP mode operation. When enabling NTP mode operation, the
Mode agent forwards and transfers NTP messages between the clients and the server
when they are not on the same subnet domain.

Disabled: Disable NTP mode operation.

NTP Sever After input NTP server IP address, NTP information will be get from that server.

After configuration was set, please click "Save" to save the setting.

6.3 Timezone

Timezone is to set the time of the switch, users can set the time according to their locations. You can
get intothe timezone through “ Network admin ” > “ Timezone ” as below.

» Information & Status
s Network Admin

= |P Config

= [P Status

System Information Configuration

System Timezone Offset (minutes) |4BI}
UTC time 0

»DHCFServer

= SNTP | Save || Reset |
= [IMEZ0ne

»SNMP
= Syslog

Configuration instructions

ltem Instruction

Time zone setting Input the time

Click “ save ” to enable your settings.

6.4 SNMP Configuration

Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the
exchange of management information between network devices. It is part of the Transmission Control
Protocol/Internet Protocol (TCP/IP)protocol suite. SNMP enables network administrators to manage
network performance, find and solve network problems, and plan for network growth.

This switch support SNMPv1, v2c,v3. Different versions of SNMP provides different security level for
management stations and network devices.

In SNMP’s v1 and v2c, it uses the "Community String" for user authentication. That string is similar
to password function. SNMP application of remote user and SNMP of the Switch must use the same
community string.

12



SNMP packets of any unauthorized sites will be ignored (discarded).
"Community String" by default for switch’s SNMPv1 and v2c access management is:
Public: allow authentication management station to read MIB objects.

Private: allow authentication management station to read, write and edit MIB objects.

Trap

Used by the agent to asynchronously inform the NMS of some event. These events may be very
serious, such as reboot (someone accidentally turned off switch), or just general information, such
as port status change. In these cases, switch create trap information and send then to receiver or
network admin. Typical trap includes authentication failure, networking changes and cold/hot start
trap.

MIB

A MIB is a collection of managed objects residing in a virtual information store. Collections of related
managed objects are defined in specific MIB modules. Switch uses standard MIB-II information
management module. So, MIB object value can be read by any SNMP web-managed software.

6.4.1 SNMP System Configuration

You can enable or disable the SNMP System Configuration. Its screen will appear after you click
"Network Admin">"SNMP">"System".

» Information & Status
wNetwork Admin
= |P Config
= [P Status
»DHCFServer
= SNTP
= Timezone
wSNMP

SNMP System Configuration

Mode | Enabled v |
Version | SNMP v2¢ v |
Read Community |public | |
Write Community |private | |
Engine ID 800007e5017f000001 .

= System R
= Trap | Save || Reset |
= Communities

= Users
= (Groups
= Views
= ACCess

Configuration object and description is:

Object Description
Mode Enabled or Disable SNMP function
Version Click drop-down menu to select SNMP v2c¢ or SNMP v1 version

Read Community  |Public: allow authentication management station to read MIB objects

Write Community  |Private: allow authentication management station to read and write MIB
objects.

6.4.2 SNMP Trap Configuration

User can enable or disable SNMP Trap function and set configuration. Click "Network
Admin">"SNMP">"Trap", then this screen will show as:
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SO & Stuits SNMP Trap Configuration

wNetwork Admin
=|P Config
= |P Status
» DHCPServer Trap Config Name | |
= SNTF Trap Mode [ Enabled v |
OULLAE LS Trap Version [ SNIMP v2c v |
»SNMP . -
Trap Community | Public |
= System ..
a Trap Trap Destination Address | |
= Communities Trap Destination Port | 162 |
= Users Trap Inform Mode | Disabled v
= Groups 5
o Views Trap Inform Timeout (seconds) |3 |
= ACcess Trap Inform Retry Times |5 |
= Syslog Trap Probe Security Engine ID Enabled A
> Port Configure Trap Security Engine ID
»PoE Trap Security Name None v
» Advanced Configure
» Security Configure SNMP Trap Event
>Qf’5 (mn?igure System )= [ Warm Start U Cold Start
» Diagnostics — —— ) ' [
S Mimmicnance B L!nk up @ none Tol._?euﬁc_ aII swﬂches
Interface [1*Link down ® nane ) specific Call switches

LLDP ®none O specific O all switches
_J = [J SNMP Authentication Fail |
Switch O+ OsTp [JRMON

Authentication [

6.4.3 Communities

Users can set the new community name through “ Network admin ” > “ SNMP ” > “ Communities ” as
below figure.

» Information & Status

SNMPv3 Community Configuration

w Network Admin
= IP Config unity Source IP
= IP Status J v3 0.0.0.0 0.0.0.0
»DHCPServer =l public | 0.0.00 | 0.0.0.0
= SNTP - : '
« Timezone ] private 0.0.0.0 0.0.0.0

wSHNMP
= System
= Trap
= Communities
= Users
= (Groups
» Views
= ACCESS

= Syslog

| Add New Entry | | Save || Reset |

Configuration Instruction:

Item Instruction

Community Input the name of the new community
Source IP Input IPv4 source address

Source Mask Input IPv4 subnet mask

Click “ Save ” to enable your settings.
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6.4.4 Users

SNMP v3 is using USM (User-Based Security Model) authentication mechanism. The administrator
can set authentication and Encryption function. The authentication is verify the validity of a message
sender and to avoid illegal user access. Encryption is for encrypting the communication between
NMS and Agents to be bugged. Adopting above two functions, it provides greater security for
communication between NMS and Agent.

Users can set a SNMP v3 account and EncryMode. Click “ Network Admin ” > “ SNMP ” > “ Users ”,
as below :

3 Information & Status . .
i ——— SNMPv3 User Configuration
«IP Config o U S 1 Authenticati Authenticati Pri Pri
1P Stae Delete  Engine ID e N = R R oo B <o
>DHCPServer (] 800007e5017f000001 | default_user | NoAuth, NoPriv None None None None
oNTP L | | | | | | |
» Timezone | Add New Entry | | Save || Reset |
»SNMP - -
= System
= Trap
= Communities
:.Ac(:ess
Configuration Instruction:
Object Instruction
. Default Value 800007e5017f000001. The switch default value is
Engine ID
recommended
User Name Input the new account name of SNMPv3

Three EncryModes, NoAuth, NoPriv , Auth, NoPriv , Auth,Priv,

Security Level choosing by dropping down the menu

Authentication Protocol Choose for MD5 and SHA

Authentication Password  |Input the encrypted password

Privacy Protocol Choose for DES and AES

Privacy Password Input the encrypted password

Click “ Save ” to enable your settings.

6.4.5 Views
Users can set the visit view of SNMPV3. Click “ Network Admin ” > “ SNMP ” > “ View ”. As below:

» Information & Status . . .
v Network Adm SNMPv3 View Configuration

= IP Config Delete View Name View Type OID Subtree
= |P Status _ O | default_view | | 1]

» DHCPSenver

= SNTP | Add New Entry | | Save || Reset |
= Timezone
w»+5SNMP

= System

= Trap

» Communities
» Users

= Groups

= Views

= ACCess
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Configuration Instruction:

Object Instruction

Views Name Input the name of Views

Views Type Choose for included and excluded
OID Subtree Input OID subtree, such as 1.2

Click “ Saving ” to enable your settings.

6.4.6 Access

Uses can set an Access to load a built Views. Click “ Network Admin ” > “ SNMP ” > “ Access 7, as
below:

» Information & Status

SNMPv3 Access Configuration

wNetwork Admin
= 1P Config Delete Group Name Security Model Security Level Read View Name Write View Name
= |P Status | )] | default_ro_group | any | NoAuth, NoPriv | default_view v | None hdll
>E:l;§t-erver O | default_rw_group | any | NoAuth, NoPriv | |defau|t_‘.riew V| | |defau|t_‘.riew V| |
= Timezone
wSNMP | Add New Entry | | Save || Reset |
= System
= Trap
= Communities
= Users
= Groups
Vi
Configuration Instruction
Object Instruction
Group Name Input the name of group
Security Model Choose for any v1 v2¢c usm

Three EncryModes, NoAuth, NoPriv, Auth, NoPriv, Auth,Priv,

Security Level choosing by dropping down the menu

Read View Name Chose the built views

Write View Name Chose the built views

Click “ Save ” to enable your settings.

6.4.7 Groups

Users can set Groups to load built Users and Access. Click “ Network Admin” > “ SNMP ” > “ Groups ”,
as below.

» Information & Status

SNMPv3 Group Configuration

wNetwork Admin
=P Config Delete Security Model Security Name Group Name
= IP Status O vl public default_ra_group
’EHCPSENE’[ O v | private ' | default_n-.r_group| '
:'Iilr‘r:lLZone O v2e public | default_ro_group|
wSNMP J v2c private | default_rw_group |
= System O usm | default_user . | default_n-.r_group| .
« Trap ) ) )
= Communities | Add New Entry | | Save || Reset |

= Users
= Groups
= Views
= ACCESS

= Syslog
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Configuration Instruction

Object Instruction

Security Model Choose for v1 v2c usm

Choose the built account name. For built team name under v1 v2c,

Security Name .
ty built account name under usm

Group Name Input built group name

Click “ Save ” to enable settings.

6.5 System Log Configuration

n

User can configure switch’s system log, via following screen after click "Network Admin">"Syslog".

» Information & Status
wMNetwork Admin

= I[P Config

= [P Status

System Log Configuration

Server Mode | Enabled v | -
Server Address [JEZREERIEDN |
LI | Informational v

3» DHCFServer
=« SNTP

= Timezone

> SNMP

= SysLoq

| Save || Reset |

Configuration ScreenConfiguration object and description is:

Object Description

Enabled or Disable SNMP System Log function. If "Enable’ 'is selected, switch

Server Mode will send System Log to defined server.

Server Address Defined server IP address

To define level of System Log, including: Info: Information, warnings and errors.
Warning: warnings and errors.

Syslog Level
yslog Error: errors.
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7 Port Configure

7.1 Port Configuration

This page is for configuring port specifications of switch. After click "Port Configure">"Ports", this
screen will appear as:

»Information & Status
>Network Admin
v Port Configure
= Ports
>Aggregation
= Mirroring
= Thermal Protection
= Green Ethemet
>DDM
>PoE
»Advanced Configure

> Security Configure
>QoS Configure

» Diagnostics
>Maintenance

[Save |[ Reset |

Port Configuration | Refresh |

Speed ey Adv speed Flow Control Maximum  Excessive
Frame Collision

(el Size Mode

Discard v

Duplex
Configured Fdx Hdx 10M 100M 1G Enable

(<]

Auto

<]

Discard v
Discard v
Discard v
Discard v

Discard v

(<SS
(<< I <M< J<]
(<SS

[ <<H<J<H <)

Discard v

Discard v

2| | [2| [2|=]=][=|=]| =]z

EENENZIEIENEIE]E

gl |g||8||5|F| | s el

LR ES KSR (EY (KIS IEIIES RS
SISl << M M4

O|O|0oogoooolo
X | X [X|X|X[X|X|X/XMX
XX (|XKKX KK KX
Ol olololoolololololo

Configuration object and description is:

Object Description
Link Red color means Link Down, green color means Link Up
Select the port speed and full / half duplex mode. "Disabled" means that port
is disabled.
"Auto" meaning in full-duplex (FDX) or half-duplex mode (HDX) (1000mbps
always in full-duplex mode) auto negotiate among 10,100,1000Mbps
q devices. "Auto" setting allows the port to automatically determine the fastest
Spee settings for the device connected, and to apply these settings.
"1000-X_AMS" means that port is Ethernet/Optical combo port, and optical
port is prioritized.
Other options are10M HDX, 10M FDX, 100M HDX, 100M FDX, 1000M FDX,
1000-X.
It is a flow control mechanism for a variety of port configurations. Full-duplex
| | ports use 802.3x flow control, half-duplex ports use backpressure flow
Flow Contro control. It is disabled by default.
Check to enable flow control.
Maximum Frame |It is used to set the maximum frame size for Ethernet. The default setting is
Size 9600, which is to support Jumbo frames.

Click "Save" to store and active settings.

7.2 Link Aggregation

Users can set up multiple links among multiple switches. Link Aggregation, is a method that tie some
physical ports together as one logic port, to enlarge bandwidth. This switch supports up to 13 groups
Link Aggregation, 2 to 8 port as one group.

Note: If any port in the link aggregation group is disconnected, data packet that sent to disconnected
port will share load with other connected port in this aggregation group.

7.2.1 Static Aggregation

In this page, user can configure static aggregation of switch’s ports. After click the menu "Port
Configure">"Aggregation">"Static", followed window will appear for making static aggregation

settings.
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» Information & Status . . .
+ Notwork Adumin Aggregation Mode Configuration

+ Port Configure Hash Code Contributors

= Ports |Source MAC Address | _
wAgaregation \Destination MAC Address| _
= Static IP Address

N 'TCP/UDP Port Number | (3 |
= Mirroring ) ) )
= Thermal Protection Aggregation Group Configuration

= Green Ethernet
Port Members

»DDM
GrouplD 1 2 3 4 5 6 7 8 9 10
» PoE — :
NDrmal -, = z.\ = = = = = = =
»Advanced Configure I 3
» Security Configure I 5
» Qo5 Configure 3
» Diagnostics 4
» Maintenance E

| Save || Reset |

Configuration Screen Configuration object and description is:

Object Description

Aggregation  Mode | This parameter is flow hash algorithm among LAG(Link Aggregated Group)
Configuration ports.

Group ID Static aggregation group ID

This switch supportsup to 13 groups Link Aggregation, 2 to 8 port as one
Port Members group.

Click "Save" to store and active settings.
Note: It allows a maximum of 8 ports to be aggregated as 1 static trunk group at the same time.

7.2.2 LACPAggregation

Link Aggregation Control Protocol (LACP) provides a standardized means for exchanging
information between Partner Systems that require high-speed redundant links. Link aggregation lets
you group up to eight consecutive ports into a single dedicated connection. This feature can expand
bandwidth to a device on the network. LACP operation requires full-duplex mode. For more detailed
information, refer to the IEEE 802.3ad standard.

Users can create dynamic aggregation group for switches. After click "Port
Configure">"Aggregation">"LACP", users can set LACP configuration in followed screen.
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» Information & Status

LACP Port Configuration

» Network Admin
v Port Configure Port LACP Enabled Key Role Timeout Prio
= Ports = 0 <> v [=> V|| [== ] 32768
"Agg:g:“"” 1 O [Active v|| [Fastv]||[ 32768|
« Static . . . _ . _ .
< LACP 2 O [Active || [Fast v||[  32768|
= Mirroring 3 O [Active || [Fast v| | 32?68|
= Thermal Protection 1 M [ | [ [Active v| ' [Fast v| [ | 32}-53| '
= Green Ethernet ! = ! ! | ! ! |
>DDM 5 O [Active || [Fastv]|| 32768
>PoE 6 O [Active ~|| [Fastv]|| 32768
» Advanced Configure 7 0 [Active || [Fastv||[  32788]
> Security Configure . o T I I [Active v] I [Fast v| I | 32?68| I
>QoS Configure | = | LA | [Laone ¥ CEs |
T ot 9 O [Active || [Fast v||[  32788|
>Maintenance 10 0 [Active ~]|| [Fastv||[  32768|

| Save || Reset |

Configuration Screen Configuration object and description is:

Object Description

LACP Enable or disable LACP function of that port.

The Key value incurred by the port, range 1-65535. The Auto setting will set
the key as appropriate by the physical link speed, 10Mb =1, 100Mb =2, 1Gb
Key = 3. Using the Specific setting, a user-defined value can be entered. Ports
with the same Key value can participate in the same aggregation group, while
ports with different keys cannot.

The Role shows the LACP activity status. The Active will transmit LACP
Role packets each second, while Passive will wait for a LACP packet from a
partner (speak if spoken to).

The Timeout controls the period between BPDU transmissions. Fast will
Timeout transmit LACP packets each second, while Slow will wait for 30 seconds
before sending a LACP packet.

The Prio controls the priority of the port. If the LACP partner wants to form a
larger group than is supported by this device then this parameter will control
Prio which ports will be active and which ports will be in a backup role. Lower
number means greater priority.

Click "Save" to store and active settings.

7.3  Port Mirroring

Configure port Mirroring on this page. This function provides monitoring of network traffic that
forwards a copy of each incoming or outgoing packet from one port of a network switch to another
port where the packet can be studied. It enables the manager tokeep close track of switch
performance and alter it if necessary.

To configure Mirror settings, please click "Port Configure">"Mirroring". Then followed screen will
appear as:
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» Information & Status ” : [ I

» Network Admin

wPort Configure Port to mirror to

= Ports

» Aggregation

= Mirroring

= Thermal Protection
= Green Ethernet | |

Mirror Port Configuration

] |
2| |
»Advanced Configure 3 _ _
» Security Configure 4 | _
» QoS Configure 5| _
» Diagnostics 6 | _
» Maintenance T _ _

:

3 |

0] |
ceu| |

| Save || Reset |

Configuration Screen Configuration object and description is:

Object Description

Frames from ports that have either source (rx) or destination (tx) mirroring

Port mirror to enabled are mirrored on this port. Disabled disables mirroring.

Select source port mirror mode.

Rx only Frames received on this port are mirrored on the mirror port. Frames
transmitted are not mirrored.

Tx only Frames transmitted on this port are mirrored on the mirror port. Frames
received are not mirrored.

Mode Disabled Neither frames transmitted nor frames received are mirrored.

Enabled Frames received and frames transmitted are mirrored on the mirror port.
Note: For a given port, a frame is only transmitted once. It is therefore not
possible

to mirror mirror port Tx frames. Because of this, mode for the selected mirror port
is limited to Disabled or Rx only.

Click "Save" to store and active settings.

Note: You can’t set fast speed port(s) mirror to a low speed port. For example, there is problem if you
try to mirror L00Mbps port(s) to a 10 Mbps port. So destination port should has equal or higher speed
comparing to source port. Besides, source port and destination port should not be same one.

7.4 Thermal Protection Configuration

Thermal protection is for detecting and protecting working switch. When switch detected port
temperature is higher that defined temperature, system will disable the port, to protect switch itself.

After click "Port Configure">"Thermal Protection”, followed screen will appear as:
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» Information & Status
» Network Admin
w Port Configure
= Ports
» Aggregation
= Mirroring
= Thermal Protection
= Green Ethemet
»DDM
»PoE
» Advanced Configure
» Security Configure
» (o5 Configure

» Diagnostics
» Maintenance

Thermal Protection Configuration

Temperature settings for groups

Group Temperature

0 ||255 C

1|(255 i

2 ||255 C

3 [|255 e
Port groups

<

s o O N I I R =S B S R 5 Y
) puy pund o =1 =1 E=1 0=y =)
mlo|nl|o|o|o|a|e|n|n
Wlw W W wfw
SIEIESIEIZEIEIEIZEZNE
[ T g O I O O O
olelcla|lclelcloal ol e
Clefefeefe) e <)«

—

| Save || Reset |

Configuration object and description is:

Object Description
Temperature settings for|This switch supports 4 Thermal Protection priority groups, and each of
priority groups them can have a defined temperature for protection.

Port priorities

Define which priority group that port belong to.

Note:

By default, all ports of switch are belong to Priority Group 0, with protected temperature 225 °C.
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8 PoE Configuration

Power-over-Ethernet (PoE), means Ethernet network power supply via 100BASE-TX, 1000BASE-T.
Its maximum power distance is 100 meters. By PoE power system, based on Ethernet wiring network
of UTP Cat5 or higher Cable, it can give power to IP camera, VolP phone, wireless AP, as well as
transmit data. So there is no need to concern about the power wire building, reducing the cost of
networking building.

PoE power supply system has unified standard, IEEE 802.3af and 802.3at. So devices from different
manufacturers have no problem in general usage, as long as they are complied with these standards.

PD, itis defined as powered device in the POE Power Supply System , primarily including IP camera,
wireless AP, network VoIP phone, and other IP-based terminal equipment.

The whole process of PoOE:

Detection: At beginning, PSE device output a very small voltage, to detect and judge if its linked
PD is IEEE802.3af / IEEE802.3at compliant device. Only if detected that PD is a standard
compliant device, then it will go to next step.

PD Classification: After detected PDs, PSE will classify them and recognize what is the power
that PD required.

Power up: When above 2 steps finished, PSE start feeding required power for PD, with 44~57VDC
output voltage.

Power supply: PSE provides stable 44~57V DC to PDs, and auto feeding power as requirement
of PDs. Maximum power of single PoE port for IEEE 802.3af devices: 15.4W; Maximum power of
single PoE port for IEEE 802.3at devices: 25.5W.

Disconnection: If PD is disconnected or user disable PoE from management software, PSE will
quickly (300- 400ms) stop powering PD.

In any moment of PSE powering PD process, PSE will stop working and then restart from stepl if
abnormal situation happens, such as PD Short circuit, power consumption is higher than feeding
power, and so on.

8.1 PoOE Setting

After click "PoE">"PoE Setting", user can make PoE settings in followed screen:

» Information & Status . .
+ Network Admin Power Over Ethernet Configuration

» Port Configure Reserved Power determined by ROJTe) [ © Manual .

vPoE Power Management Mode ® Actual Consumption| O Reserved Power,
= PoE Setting ) )
= PoE Status PoE Power Supply Configuration

Adr ed Confi
> dvanced Lonfidure Primary Power Supply [W]
» Security Configure
» Qo5 Configure L |

»Diagnostics PoE Port Configuration
» Maintenance

PoE Mode Priority PD Alive Check Maximum Power [W]

30
PoE+ w 0 v OFF » 30

30 |

30| |
PoE+ v || |Low ~ OFF v 30

30] |

|
a
2]
4]
a
d
A

| Save || Reset |

Configuration object and description is:

Object Description

Reserved Power determined | This switch supports 2 modes for reserved power determination.
by Auto: Switch automatically assigned maximum power of switch port
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according to detected PD class. About PD Class, please refer to the
802.3af / 802.3at definition.

Manual: Maximum reserved power of the port is customize by the
usetr.

Power Management Mode

This switch supports 2 modes for Power Management.

Actual Consumption: In this mode, when the actual power
consumption of all the ports exceeds the switch’s power budget, the
lowest priority port will be shut down. If all ports have the same
priority, then the maximum port number would be shut down.

Reserved Power: In this mode, when the reserved power
consumption of all the ports exceeds the switch’s power budget, the
port that connect to new PD will not be enabled.

Users can set the maximum primary power of the whole switch.

Primary Power Supply [W] Default setting is 370W.
This switch support 802.3af(PoE) and 802.3at(PoE+) mode. Default
PoE Mode setting is 802.3at. Supports switching between 802.3af(PoE) and
802.3at(PoE+), and can be turned off.
Priority Define the priority of the PoE port. Priority from low to high is Low,

High, Critical.

Maximum Power(W)

It is for define port's maximum Power when user set Manual as
reserved power determination mode.

Click "Save" to store and active settings.

8.2 PoE Status

In this page, user can check and look PoE status of all ports, after click "PoE">"PoE Status".

> Information & Status
»Network Admin
>Port Configure Local
wPoE Port
= POE Setting 1
= PoE Status
>Advanced Configure 2
> Security Configure

Power Over Ethernet Status

= PD
Description =S

QoS Configure
»Diagnostics
>Maintenance

Auto-refresh ([ | Refresh |

Power PD Alive Check Reset

Power Power Current S
Requested _Allocated Used Used  Priority Count Port Status

o[w] 0wy 0w 0 [mA] Low 0 PoE not avall:)l:l:‘; No PoE chip
ow] oW ow] 0 [ma] Low 0 PoE not avallfa::ll:‘; No PoE chip|
ow] 0w 0Ww] 0 [ma] Low 0 PoE not “a“fin':::c; No PoE chip
ow] 0w oW 0 [ma] L 0 PoE not “a“fiu':::c; No PoE chip
ow] oW oW 0 [mA Low o PoE not avallf:;l:::‘; No PoE chip
0w oW oW 0 [mA Low o PoE not avallf:;l:::‘; No PoE chip
ow] oW 0w 0 [mA Low o PoE not avall:)l:l:‘; No PoE chip
ow] 0w 0w 0 [mA] Low 0 PoE not avall:)l:l:‘; No PoE chip
0w] 0w 0] 0 [mA]

24




9

Advanced Configure

9.1 VLAN

VLAN(Virtual Local Area Network) logically divide one LAN(Local Area Network) into a plurality of
In short, VLANis
acommunication technologythat logically divide one physical LAN into multiple broadcast area
network(multiple VLAN). Hosts within a VLAN can communicate directly. But VLAN groups can’t
directly communicate with each other. So it will limit the broadcast packets within a VLAN. Since it

subsets, and each subset will form their own broadcast area network.

can’t directly access between VLAN groups, thus it improves network security.
Click "Advanced Configure">"VLANs"to see 802.1Q VLAN configuration screen as following:

> Information & Status
» Network Admin
> Port Configure
»PoE
wAdvanced Configure
=MAC Table
»PTP
=VLANs
»Voice VLAN
3>GVRP
> Port Isolation
= Loop Protection
>Spanning Tree
>IPMC Profile
=MEP
=ERPS

»IGMP Snooping
»IPV6 MLD Snooping
=LLDP

» Security Configure

» QoS Configure

» Diagnostics

»Maintenance

Global VLAN Configuration

Allowed Access VLANs [1 |
Ethertype for Custom S-ports |SBAB ‘

Port VLAN Configuration

Port Ingress Ingress Egress

Port Mode

Port Type

VLAN Filtering Acceptance Tagging

= |z - 1] [ <= ~ B

1 [Access v 1| I IE] I

2 |Access v 1|[cP ~ Tagge v [ Untag P ~|[[1 [

3 [Auessv] | 1| i 1
5 || Accessv 1 1 ]
6 | Access v 1| [c-P ~ Tagge v [ Untag P <1 I

7 |Access v 1] [ .

B i 1

| Save || Reset |

Configuration object and description is:

Object Description
Here displays created VLAN ID. It is 1 by default. If you want to create new
Allowed VLANS VLAN, just need to add VLAN ID here.
Ether tvoe for This field specifies the ether type/TPID (specified in hexadecimal) used for
yp Custom S- ports. The setting is in force for all ports whose Port Type is set to S-
Custom S-ports
Custom-Port.
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The port mode (default is Access) determines the fundamental behavior of the
port in question. A port can be in one of three modes as described below.

Whenever a particular mode is selected, the remaining fields in that row will be
either grayed out or made changeable depending on the mode in question.

Grayed out fields show the value that the port will get when the mode is applied.
Access:

Access ports are normally used to connect to end stations. Access ports have
thefollowing characteristics:

Member of exactly one VLAN, the Port VLAN (a.k.a. Access VLAN),
which bydefault is 1

Accepts untagged and C-tagged frames
Discards all frames that are not classified to the Access VLAN

On egress all frames classified to the Access VLAN are transmitted
untagged.Other (dynamically added VLANS) are transmitted tagged

Trunk:

Trunk ports can carry traffic on multiple VLANs simultaneously, and are normally
used toconnect to other switches. Trunk ports have the following characteristics:

Mode

By default, a trunk port is member of all VLANSs (1-4094)

The VLANS that a trunk port is member of may be limited by the use of
AllowedVLANs
Frames classified to a VLAN that the port is not a member of are discarded

By default, all frames but frames classified to the Port VLAN (a.k.a.
Native VLAN)get tagged on egress. Frames classified to the Port VLAN do not
get C-tagged on egress

Egress tagging can be changed to tag all frames, in which case only
taggedframes are accepted on ingress
Hybrid:
Hybrid ports resemble trunk ports in many ways, but adds additional port
configurationfeatures. In addition to the characteristics described for trunk ports,
hybrid ports have these abilities:

Can be configured to be VLAN tag unaware, C-tag aware, S-tag aware,
or S-custom-tag aware
Ingress filtering can be controlled

Ingress acceptance of frames and configuration of egress tagging can
beconfigured independently
Determines the port's VLAN ID (a.k.a. PVID). Allowed VLANSs are in the range 1
through4094, default being 1.
On ingress, frames get classified to the Port VLAN if the port is configured as
VLANunaware, the frame is untagged, or VLAN awareness is enabled on the

Port VLAN port, but theframe is priority tagged (VLAN ID = 0).

On egress, frames classified to the Port VLAN do not get tagged if Egress
Taqggingconfiguration is set to untag Port VLAN.

The Port VLAN is called an "Access VLAN" for ports in Access mode and Native
VLANfor ports in Trunk or Hybrid mode.
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Port Type

Ports in hybrid mode allow for changing the port type, that is, whether a frame's
VLAN tagis used to classify the frame on ingress to a particular VLAN, and if so,
which TPID it reacts on. Likewise, on egress, the Port Type determines the TPID
of the tag, if a tag is required.

Unaware:

On ingress, all frames, whether carrying a VLAN tag or not, get classified to the
PortVLAN, and possible tags are not removed on egress.

C-Port:

On ingress, frames with a VLAN tag with TPID = 0x8100 get classified to the
VLAN ID embedded in the tag. If a frame is untagged or priority tagged, the frame
gets classified to the Port VLAN. If frames must be tagged on egress, they will
be tagged with a C-tag.

S-Port:

Oningress, frames with a VLAN tag with TPID = 0x8100 or 0x88A8 get classified
to the VLAN ID embedded in the tag. If a frame is untagged or priority tagged,
the frame gets classified to the Port VLAN. If frames must be tagged on egress,
they will be tagged withan S-tag.

S-Custom-Port:

On ingress, frames with a VLAN tag with a TPID = 0x8100 or equal to the
Ethertype configured for Custom-S ports get classified to the VLAN ID
embedded in the tag. If a frame is untagged or priority tagged, the frame gets
classified to the Port VLAN. If framesmust be tagged on egress, they will be
tagged with the custom S-tag.

Ingress Filter

Hybrid ports allow for changing ingress filtering. Access and Trunk ports always
haveingress filtering enabled.

If ingress filtering is enabled (checkbox is checked), frames classified to a VLAN
that theport is not a member of get discarded.

If ingress filtering is disabled, frames classified to a VLAN that the port is not a
member ofare accepted and forwarded to the switch engine. However, the port
will never transmit frames classified to VLANS that it is not a member of.,

Ingress
Acceptance

Hybrid ports allow for changing the type of frames that are accepted on ingress.

Tagged and Untagged
Both tagged and untagged frames are accepted.

Tagged Only
Only tagged frames are accepted on ingress. Untagged frames are discarded.

Untagged Only
Only untagged frames are accepted on ingress. Tagged frames are discarded.
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EgressTagging

Ports in Trunk and Hybrid mode may control the tagging of frames on egress.

Untag Port VLAN

Frames classified to the Port VLAN are transmitted untagged. Other frames are
transmitted with the relevant tag.

Tag All
All frames, whether classified to the Port VLAN or not, are transmitted with a tag.

Untag All

All frames, whether classified to the Port VLAN or not, are transmitted without a
tag.This option is only available for ports in Hybrid mode.

Allowed VLANs

Ports in Trunk and Hybrid mode may control which VLANSs they are allowed to
becomemembers of. Access ports can only be member of one VLAN, the Access
VLAN.

The field's syntax is identical to the syntax used in the Enabled VLANS field. By
default, aTrunk or Hybrid port will become member of all VLANSs, and is therefore
set to 1-4094.

The field may be left empty, which means that the port will not become member
of anyVLANS.

Forbidden
VLANS

A port may be configured to never be member of one or more VLANSs. This is
particularlyuseful when dynamic VLAN protocols like MVRP and GVRP must be
prevented from dynamically adding ports to VLANS.

The trick is to mark such VLANSs as forbidden on the port in question. The syntax
isidentical to the syntax used in the Enabled VLANS field.

By default, the field is left blank, which means that the port may become a
member of allpossible VLANS.

Click "Save" to store and active settings.

9.2 Port Isolation

Port isolation is for limiting data between ports. It is similar to VLAN, but stricter.

9.2.1 Port Group

This switch support port groups. Members of port group can forward date.

Note: port can belong to multiple port groups. Data can be forwarded among any port that belong to

one port group.

After Click "Advanced Configure">"Port Isolation">"Port Group", then followed screen will appear for
making port group configuration.
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» Information & Status

Port Group Membership Configuration

» Network Admin
» Port Configure Port Members
» PoE Delete PortGroupIlD 1 2 3 4 5 6 7 & 9 10
swAdvanced Configure _ O _ 1
» MAC Table
>PTP | Add New Port Group |
=« VLANS [
»Voice VLAN | Save || Reset |
>GVRP
wPort Isolation
» Port Groun
= Port Isolation
» Loop Protection
Configuration Screen Configuration object and description is:
Object Description
Port Members Check the corresponding box to set them as one port group.

Click "Add New Port Group" to create a new port group, "Delete" to remove corresponding port group,
and "Save" to store and active settings.

9.2.2 Port Isolation

After Click "Advanced Configure">"Port Isolation">"Port Isolation”, then followed screen will appear
for making port isolation configuration.

» Information & Status
» Network Admin

» Port Configure
»PoE

wAdvanced Configure

= MAC Table
»PTP | Save || Reset |

s VLANS
»Voice VLAN
»GVRP
»Port Isolation

Port Isolation Configuration

Port Number
1 3 4 5 6 7 8 % 10

-

= Port Group

= Port Isolation

Configuration object and description is:

Object Description

Check box to set corresponding port as port isolation, so that they can'’t

Port Number forward data flow.

Click "Save" to store and active settings.

93 STP

The Spanning Tree Protocol (STP) can be used to detect and disable network loops, and to provide
backup links between switches, bridges or routers. This allows the switch to interact with other
bridging devices in your network to ensure that only one route exists between any two stations on
the network, and provide backup links which automatically take over when a primary link goes down.
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9.3.1 STP Bridge Settings

This page allows you to configure port STP settings. After Click "Advanced Configure">"Spanning
Tree">"Bridge Settings"”, followed screen will appear.

» Information & Status
» Network Admin
» Port Configure
»PoE
s Advanced Configure
= MAC Table
»PTP
«WLANS
»Voice VLAN
»GVRP
»Port Isolation

» Loop Protection
w3panning Tree
= Bridge Settings
= MSTI Mapping
= MSTI Priorities
= CIST Ports
= MSTI Ports

»IPMC Profile
=« MEP
=« ERF3

STP Bridge Configuration

Protocol Version
Bridge Priority
Hello Time

RSTP hd
32768 v

Forward Delay

Max Age
Maximum Hop Count
Transmit Hold Count

Advanced Settings

Edge Port BPDU Filtering
Edge Port BPDU Guard

Bl Bl = | k2
Qo m

Port Error Recovery

Port Error Recovery Timeout

| Save || Reset |

Configuration object and description is:

Object

Description

Protocol Version

Click drop-down menu to select STP protocol version, including: STP -
Spanning Tree Protocol (IEEE802.1D);

RSTP - Rapid Spanning Tree Protocol (IEEE802.1w)

Bridge Priority

Controls the bridge priority. Lower numeric values have better priority.
The bridge priority plus the MSTI instance number, concatenated with
the 6-byte MAC address of the switch forms a Bridge Identifier.

Forward Delay (4-30)

Forward Delay setting range is from 4 to 30 seconds. Default value is 15
seconds.

Max Age (6-40)

The maximum age of the information transmitted by the Bridge when it
is the Root Bridge. Valid values are in the range 6 to 40 seconds. Default
value is 20.

Maximum Hop Count (6-
40)

This defines the initial value of remaining Hops for MSTI information
generated at the boundary of an MSTI region. It defines how many
bridges a root bridge can distribute its BPDU information. Valid values
are in the range 6 to 40 hops.

Transmit Hold Count (1-
10)

The number of BPDU's a bridge port can send per second. When
exceeded, transmission of the next BPDU will be delayed. Valid values
are in the range 1 to 10 BPDU's per second. Default value is 6.

Click "Save" to store and active settings.

9.3.2 MSTI Mapping

Users can set the mapping, Click “ Advanced Configure "> “ Spanning Tree ” > “ MSTI Mapping .
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» Information & Status . ;
P MSTI Configuration

»Port Configure Add VLANs separated by spaces or comma.
»PoE
wAdvanced Configure

= MAC Table Configuration Identification

>PTP :
Configuration Name  [EERIRISINIVEN] |
Configuration Revision | 0 |

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

=VLANS
»Voice VLAN
»GVRP

» Port Isolation MSTI Mapping

= Loop Protection
»Spanning Tree

MSTI VLANs Mapped

= Bridge Settings MSTI

= MSTI Mapping

= MSTI Priorities MSTI2

= CIST Ports 4

= MSTI Ports MSTI3

»IPMC Profile =
«MEP MSTI4

= ERPS =

3 IGMP Snooping MSTIS

3 |PVE MLD Snooping =
«LLDP MSTI6

» Security Configure 2
» Qo5 Configure MSTI7
»Diagnostics L : Al

Configuration Instruction:

Object Instruction

Configuration Name Set domain name of MSTP

Configuration Revision Set Configuration Revision

MSTI Mapping Input the VLAN that need mapping

Click “ Save ” to enable your settings.

Note: Please set the same value for configuration name and configuration revision of all switches in
the looped network when set MSTP.
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9.3.3 MSTI Priorities

Users can set MSTI priorities, click “ advanced configure ”>* Spanning Tree ">“ MSTI Priorities ”

» Information & Status . .
MSTI Configuration
» Network Admin g

» Port Configure MSTI Priority Configuration

» PoE
wAdvanced Configure x

L

= MAC Tabl

SPTP avie cIST |[32768 v

« VLANS MSTH || 32763 » _

»Voice VLAN MSTI2 || 32768 »

>GVRP MSTI3 || 32765 v

> Port Isolation MSTI4 A2TEE w

= Loop Protection

w5panning Tree MSTIS || 32788 v |
= Bridge Settings MSTIG || 32768 »
= MSTI Mapping MSTIV || 32768

= MSTI Priorities
= CIST Ports
= MSTI Ports | Save || Reset |

!

Configuration Instruction

Object Instruction

MSTI Priorities Set the priority, value ranges : 0-61440

Click “ Save ” to enable your settings.

Note: The priority value must be in multiples of 4094, at the range of 0-61440
9.3.4 STP Bridge Port

After Click "Advanced Configure">"Spanning Tree">"Bridge Ports", followed screen will appeatr.

» Information & Status

STP CIST Port Configuration

> Network Admin
»PoE A ey
wAdvanced Configure Path Cost Priofity AdminEdge AutoEdge moo aew BPDU Guard P‘l;';‘r;*
TR : Dlo] O
>
T
»GVRP STP . . . Restricted Point-to-
> Port Isolation Enabled et FEilyy ENCED AMEDD Role TCN BPDU Guard point
= Loop Protection == hd => v O O (] <> v
i N NS N RN
-MST_I-M\-E;:pin% 2 0 [Aute  +| [Nen-Edge v | Ol 0o 0 [Aute  ~]
= MSTI Priorities | 3‘ (] | Auta v | | | Non-Edge v | ‘ (] | O | O ‘ Auto ~
a'f;l';.‘;?‘; 4 0 Auto v Non-Edge v O o O Auto v
5IPMC Profile | 5‘ 0 | Aulo v | | | Non-Edge v | ‘ 0 | 0 | 0 ‘ Auto v
-EEIE'S 6 O Auto v [Nen-Edge +| 0|0 O [Aute  ~]
»IGMP Snooping | 7 ‘ . | IM | | | IMI | ‘ ] | ] | Cl ‘ Auto >
3IPVE MLD Snooping 8 m] Auto v [Non-Edge v | 0|0 ] (Ao ~|
«LLDP | 9‘ | Auto v | | 128 v | Non-Edge v | ‘ ] | 0 | 0 ‘ Auto ~
> Security Configure 10 _m O ] (] _AUIO hd
3 QoS Configure

Configuration object and description is:

Object Description

STP Enabled Check to enable STP function.
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Path Cost(0=Auto)

Controls the path cost incurred by the port. The Auto setting will set the path
cost as appropriate by the physical link speed, using the 802.1D
recommended values. Using the Specific setting, a user-defined value can
be entered. The path cost is used when establishing the active topology of
the network. Lower path cost ports are chosen as forwarding ports in favor
of higher path cost ports. Valid values are in the range 1 to 200000000.

Priority

Controls the port priority. This can be used to control priority of ports having
identical port cost. (See above).

Auto Edge

Check box to set corresponding port as Auto Edge.

Restricted Role

Check box to set corresponding port as Restricted Role

Restricted TCN

Check box to set corresponding port as Restricted TCN

BPDU Guide

Check box to enable BPDU Guide. So when port receives BPDU reception,
it will turn to Disable(Shut Down) status.

Point-to-point

Controls whether the port connects to a point-to-point LAN rather than a
shared medium. This can be automatically determined, or forced either true
or false. Transition to the forwarding state is faster for point-to-point LANsS
than for shared media.(This applies to physical ports only. Aggregations are
always forced Point2Point.

Click "Save" to store and active settings.

9.3.5 MSTI Ports

Users can set MSTI ports, click “ Advanced Configure "> Spanning Tree ">“ MSTI Ports ”.

» Information & Status
» Network Admin
» Port Configure
» PoE
wAdvanced Configure
= MAC Table
*»PTP
WLANS
»Voice VLAN
»GVRP
» Port Isolation
= Loop Protection
w3panning Tree
= Bridge Settings
= MSTI Mapping
= MSTI Priorities
= CIST Ports
= MSTI Ports
»IPMC Profile
= MEP
= ERPS
»|GMP Snooping
»IPVE MLD Snooping
«LLDP
» Securty Configure
» o5 Configure

MST1 MSTI Port Configuration

Port Path Cost Priority

Auto b I8 W

I

MSTI Mormal Ports Configuration

1 [Asto v [128v]
2 [Auo v] [128v]
3| [Auo_ ]| [128v]
¢ (Ao v] [128v]
5| [Auo_ ]| [128v]
8 [Auto v| [128v]
7 [Awo ]| [128v]
5| [Auto v | | [128+] |
o | [Auto v | 128 v

10| [Aute v|| 128 v

| Save || Reset |




Configuration Instruction

Object Instruction

Used to define a metric, representing the associated overhead of
forwarding packets to a specified port list.The port overhead can be
automatically set or set to a metric value.The default value is 0
(automatic).The lower the number, the more likely it is to select the port to
forward the packet.

Controls the path cost incurred by the port. The Auto setting will set the
path cost as appropriate by the physical link speed, using the 802.1D
recommended values. Using the Specific setting, a user-defined value can
be entered. The path cost is used when establishing the active topology of
the network. Lower path cost ports are chosen as forwarding ports in
favour of higher path cost ports. Valid values are in the range 1 to
200000000.

When the port's path overhead is the same, the priority is used to decide
the forwarding state of the port.

Path Cost

Priority

Click "Save" to store and active settings.

9.4 MAC Address Table

This page allows you to configure Mac address table settings. After Click "Advanced
Configure">"Mac Table" ,followed screen will appear.

» Information & Status

MAC Address Table Configuration

» Network Admin

> Port Configure Aging Configuration

»PoE —

wAdvanced Configure Disable Automatic Aging Jill _
= MAC Table Aging Time seconds
»PTP '
“VLANS MAC Table Learning
»Voice VLAN LYY T ——

>Port Isolation Auo (@@ @ @ @ ® @ ®® @
= Loop Protection Disable/ yiolololololololol
»Spanning Tree [secure| O[O O[O0l 0]0lololO
»IPMC Profile ' S
« MEP Static MAC Table Configuration

D Port Members
Delete VLANID MACAddress 12345678910

»|IGMF Snooping
»IPVE MLD Snooping
=LLDP | Add New Static Entry |
» Security Configure
» QoS Configure | Save || Reset |

Configuration ScreenConfiguration object and description is:

Object Description

Disable Automatic

Aging If the box is checked, then the automatic aging function is disabled.
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The time after which a learned entry is discarded. Range: 10-1000000
Aging Time seconds;
Default: 300 seconds.

This switch supports 3 types for MAC Table Learning

MAC Table |Auto: port will auto learn Mac address.

Learning Disable: port will NOT learn MAC address.

Secure: port only forward data of configured static MAC address.

Static MAC Table |The static entries in the MAC table are shown in this table. Click "Add New
Configuration Static Entry" to create a new record.

Click "Save" to store and active settings.

9.5 IGMP Snooping

Internet Group Management Protocol (IGMP) lets host and routers share information about multicast
groups memberships. IGMP snooping is a switch feature that monitors the exchange of IGMP
messages and copies them to the CPU for feature processing. The overall purpose of IGMP
Snooping is to limit the forwarding of multicast frames to only ports that are a member of the multicast

group.
9.5.1 Basic Configuration

After Click "Advanced Configure">"IGMP Snooping">"Basic Configuration", followed screen will
appear.

» Information & Status

IGMP Snooping Configuration

» Network Admin
» Port Configure Global Configuration
»PoE |Sncoping Enabled _ -
wAdvanced Configure Unregistered |IPMCv4 Flooding Enabled
« MAC Table IGMP SSM Range 1232.0.0.0 HE |
FERE Leave Proxy Enabled | O
- ) s Proxy Enabled [
»Voice VLAN ' .
»GVRP Port Related Configuration
Port Isolation
= ) Port Router Port FastlLeave Throttling
= Loop Protection . - - -
»Spanning Tree | U | - | = |
>IPMC Profile 1] O O | _
«MEP 2 0 O
= ERPS 3 O O
wIGMP Snooping T = = T — 1
» Basic Configuration 1 - - I — |
=« VLAN Configuration 5 | U _ |
= Port Filtering Profile 6 ] ]
»IPVE MLD Snooping 7 0 O
-LLDP 8 0 O
» Security Configure g 0 0
» QoS Configure T = — T — |
10 O O

» Diagnostics
» Maintenance

| Save || Reset |

Configuration object and description is:

Object Description

Enable or disable the IGMP snooping. The default value is "Disabled".

Snooping Enabled Enable: check the box; Disable: do not check the box.
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Unregistered  IPMCv4

Flooding Enabled Check the box to enable unregistered IPMCv4 Flooding

Specify which ports act as router ports. A router port is a port on the
Ethernet switch that leads towards the Layer 3 multicast device or IGMP
Router Port querier.

If an aggregation member port is selected as a router port, the whole
aggregation will act as a router port.

Fast leave performs deleting MAC forward entry immediately upon

Fast Leave . ; .
receiving message for group de-registration

Click "Save" to store and active settings.

9.5.2 IGMP Snooping VLAN Configuration

After Click "Advanced Configure">"IGMP Snooping">"VLAN Configuration", followed screen will
appear.

> Information & Status
> Network Admin
»Port Configure Start from VLAN with entries per page.
»PoE

«Advanced Configure Delete VLANID Snooping Enabled Querier Election Querier Address Compatibility PRI RV Ql(sec) QRI(0.1sec) LLQI(0.1sec) U
= MAC Table ——
SPTP [ Add New IGMP VLAN |

SVLANS I
»Voice VLAN | Save || Reset |
SGVRP

IGMP Snooping VLAN Configuration | Refresh

3 Port Isolation
= Loop Protection

> Spanning Tree

3IPMC Profile

=MEP

=ERPS

wIGMP Snooping
= Rasic Confinurafion
= VLAN Configuration
= Port Filtering Profile

VLAN Configuration object and description is:

Object Description

Enable the per-VLAN IGMP Snooping. Up to 32 VLANS can be selected
for IGMP Snooping.

Snooping Enabled

Enable to join IGMP Querier election in the VLAN. Disable to act as an
IGMP Non-Querier.

Define the IPv4 address as source address used in IP header for IGMP
Querier election.When the Querier address is not set, system uses IPv4
management address of the IP interface associated with this VLAN.When
) the IPv4 management address is not set, system uses the first available
Querier Address IPv4 management address.Otherwise, system uses a pre-defined value.
By default, this value will be 192.0.2.1.

Querier Election

Click "Save" to store and active settings.

9.5.3 Port Filtering Profile
Set Port filtering profile, click “ Advanced Configure "> IGMP Snooping ">“ Port Filtering Profile ”
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» Information & Status . . . . . .
+ Network Admin IGMP Snooping Port Filtering Profile Configuration

» Port Configure Port Filtering Profile
> PoE _ 1 _-Q _ Ll

<

wAdvanced Configure 2 -
» MAC Table 3 |
SPTP | : .* n [
s WV0LANS [ 5 'Q 1
»Voice VLAN [ 5 'Q ™
»GVRP : ..
| 7|e
» Port Isolation : -
- 8 @
» Loop Protection 3 T il
» Spanning Tree | _G L
»IPMC Profile | e L

=« MEP
=« ERPS
»|GMP Snooping
= Basic Configuration
= WYLAN Configuration
= Port Filtering Profile
»IPVE MLD Snooping
«LLDP

| Save || Reset |

Configuration Instruction:

Object Instruction

Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected
for IGMP Snooping.

Enable Snooping

Querier Enable to join IGMP Querier election in the VLAN. Disable to act as an
(Querier Election) IGMP Non-Querier.

Define the IPv4 address as source address used in IP header for IGMP
Querier election. When the Querier address is not set, system uses IPv4
management address of the IP interface associated with this VLAN.

When the IPv4 management address is not set, system uses the first
available IPv4 management address.

Otherwise, system uses a pre-defined value. By default, this value will be
192.0.2.1.

Querier
(Querier Address)

Click “ Save ” to enable your setting.

9.6 IPMC Profile

Users can set the filter multicast list, Click “ Advanced Configure ” > “ IPMC Profile ” > “ Address
Entry ”.

> Information & Status
> Network Admin
>Port Configure Navigate Address Entry Setting in IPMC Profile by entries per page
»PoE
sAdvanced Configure Delete Entry Name Start Address End Address

= MAC Table | Delete |

»PTP

»VLANS | Add New Address (Range) Entry \ |

3 Voice VLAN

»GVRP | save || Reset |

»Port Isolation

= Loop Protection

»Spanning Tree

+IPMC Profile

= Profile Table

IPMC Profile Address Configuration

» Address Entry
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Configuration Instruction:

Object Instruction

Entry Name Input the name of the group to be filtered
Start Address Input the start group address

End Address Input the end group address

Click “ Save ” to enable your setting.

Bind the filter multicast list, click “ Advanced Configure ">* IPMC Profile "> Profile Table

» Information & Status - . R
+ Network Admin IPMC Profile Configurations

> Port Configure Global Profile Mode JIRiELERRGN

> PoE

wAdvanced Configure
= MAC Table IPMC Profile Table Setting
»PTP
=VLANS Delete Profile Name Profile Description Rule
»Voice VLAN [ Delete | e ©)
»GVRP
»Port Isolation | Add New IPMC Profile |

= Loop Protection
»Spanning Tree | Save || Reset |

wIPMC Profile

= Profile Table
= Address Entry

Object Instruction

Entry Name Choose created Address Entry by dropping down the menu.
Action Choose Deny / Permit

Log Enable / Disable

9.7 IPV6 MLD Snooping

IPV6 MLD Snooping is a multicast management and control mechanism working on the Layer 2
Ethernet switch.

When enable IPV6 MLD Snooping, switch receives the IPV6 MLD message by listening for each
interface, to exchange interface and multicast group address mapping relationship, and according to
establish the mapping relationship to forward the multicast data flow.

9.7.1 Basic Configuration

Click “ Advanced Configure ">“ IPv6 MLD Snooping ">“ Basic Configuration ”, to check the
configuration information of IPv6 MLD Snooping.
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» Information & Status . .
e MLD Snooping Configuration

» Port Configure Global Configuration

»PoE Snooping Enabled [}
wAdvanced Configure 'Unregislered IPMCvE Flooding Enabled|
= MAG Table [MLD SSM Range | [ff3e- |/|96
>PTP T
=VLANS

[Leave Proxy Enabled O
Proxy Enabled O

»Voice VLAN
»GVRP Port Related Configuration

Port Isolati
SALILEEALLL Port Router Port FastlLeave Throttling

= Loop Protection
»Spanning Tree

£

W

OIogoaloio|olclol|

»IPMC Profile unlimited v

= MEP
=ERPS
»|IGMP Snooping
+I|PVE MLD Snooping
= Basic Configuration
=VLAN Configuration
= Port Filtering Profile
=LLDP
» Security Configure
» QoS Configure
» Diagnostics
» Maintenance

unlimited v

unlimited v

unlimited v

unlimited v

unlimited v

unlimited v

unlimited v

unlimited v

L= e T B = 1 & B S S

unlimited v

| Save || Reset |

Configuration Instruction:

Click “ Save ” to enable your setting.

Object Instruction

Snooping Enable Enable/ Disable IGMP Snooping

Specify which ports act as router ports. A router port is a port on the
Ethernet switch that leads towards the Layer 3 multicast device or MLD
Router Port querier.

If an aggregation member port is selected as a router port, the whole
aggregation will act as a router port.

Fast leave performs deleting MAC forward entry immediately upon

Fast leave . ; .
receiving message for group de-registration

9.7.2 VLAN Configuration

Click “ Advanced Configure ">" IPv6 MLD Snooping ">" VLAN Configuration ”, to check configuration
information of IPv6 MLD Snooping.

3 Information & Status . . —
»Network Admin MLD Snooping VLAN Configuration [Refreshn

>Port Configure Start from VLAN with entries per page.

»PoE

wAdvanced Configure Delete VLANID Snooping Enabled Querier Election Compatibility PRI RV Ql(sec) QRI(0.1sec) LLQI(0.1sec) URI(sec)
= MAC Table [Detete |[[ | 8] MLDAuto v 2 126 100 10 1
>PTP
=VLANS | Add New MLD VLAN |
»Voice VLAN
»GVRP | Save || Reset |

>Port Isolation

= Loop Protection
»Spanning Tree
»IPMC Profile
=MEP

»I/GMP Snooping
MLD Snooping
= B Configuration
= VLAN Configuration
= Port Filtering Profile
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Configuration Instruction:

Object Instruction

Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected
for IGMP Snooping.s

Snooping Enable

Enable to join MLD Querier election in the VLAN. Disable to act as an

Querier(Querier Election) MLD Non-Querier

Click “ Save ” to enable your setting.

9.8 ERPS

ERPS (Ethernet Ring Protection Switching), it integrates OAM function and APS protocol. If the ring
network was interrupted accidentally, the fault recovery times could be less than 50ms to quickly
bring the network back to normal operation. ITU-T G.8032 is the first industry standard for ERPS.

Note: Before enable ERPS, STP of ring port should be disabled. After Click "Advanced
Configure">"ERPS", followed screen will appear.

»Information & Status . . . . .
+ Network Admin Ethernet Rapid Ring Protection Switching

>Port Configure
3 PoE [} 1 1 2 Major No 1 .
wAdvanced Configure ) ) ) ) ] ] :

= MAC Table | Add New Ring Group | | Save || Reset |

»PTP

=VLANS

»Voice VLAN

»GVRP

»Port Isolation

= Loop Protection

»Spanning Tree

»IPMC Profile

= MFP

= ERPS

Configuration object and description is:

Object Description

Ring ID ERPS Ring ID

East Port Number of the port which participate in this Ring protection.
West Port Number of the other port which participate in this Ring protection.

Available selection: "Major Ring “ or "Sub Ring “.
Only in case of Multi Ring application, "Sub Ring “ is required to configure.

Ring Type Default Ring Type: "Major Ring “. Only if there is multi ring application, it
is required to set.

In Multi Ring application, Interconnected Node is the node that connect 2

Interconnected Node .
or more rings.

In Single Ring application, Major Ring ID is same as Ring ID.
In Multi Ring application, Sub Ring has to be type as Major Ring ID.

R-APS VLAN(1-4094) |Define VLAN for R - APS VLAN.

Major Ring ID

Click "Add New Ring Group"to create a new ERPS ring application.Click "Save" to store and active
settings.

After click the number under "Ring ID", it will go to the page for Ring Configuration as followed screen:
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» Information & Status

JT——— Rapid Ring Configuration 1 Autorefresh () [Refresh |
3 Port Configure Instance Data
s Ring ID EastPort WestPort EastPort SF MEP West Port SF MEP East Port APS MEP West Port APS MEP Ring Type
~Advanced Configure
1 1 2 1 2 1 2 Major Ring

=MAC Table

»>PTP Instance Configuration

= VLAN;

>\,mcei,LAN Configured WTR(Wait to Restore) Time Revertive VLAN config

JGVRP | VLAN Config

R RPL Configuration

= Loop Protection

>Spanning Tree RPL Role RPL Port  Clear

»IPMC Profile [=]

=MEP
=ERPS Instance State

>IGMP Snooping
»IPVE MLD Snooping
=LLDP

3> Security Configure

> QoS Configure [ save |[ Reset |

Protection East West Transmit East Port West Port WITR RPL Un- No APS East Port Block West Port Block

State Port Port APS Receive APS Receive APS  Remaining blocked Received Status Status
Pending CK oK NR BPRO o Blocked Unblocked

Configuration object and description is:

Object Description
. Click Click drop-down menu to select WTR time for R-APS. Available
WTR(Wait to Restore) | se|ection: 1-12min
Time(1-12) .
Default: 1 min
Revertive Check to enable Revertive status of R-APS.
VLAN confi After clicked "VLAN config ”, it will go the page of Rapid Ring VLAN
9 Configuration.
RPLRole Crlg:llé drop-down menu to select "None “, "RPL Owner “, or "RPL Neighbor
RPL Port Click drop-down menu to select "None “, "East Port “, or "West Port “.

Click "Save" to store and active settings.

After clicked “ VLAN config ”, it will go the page of Rapid Ring VLAN Configuration as following screen:

Rapid Ring VLAN Configuration 1
Delete VLANID

] 1

| Add New Entry || Back |

| Save || Reset |

Click "Add New Entry" to create a new entry. Click "Save" to store and active settings.
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99 LLDP

Link Layer Discovery Protocol (LLDP) is used to discover basic information about neighboring
devices on the local broadcast domain. LLDP is a Layer 2 protocol that uses periodic broadcasts to
advertise information about the sending device. Advertised information is represented in Type Length
Value (TLV) format according to the IEEE 802.1ab standard, and can include details such as device
identification, capabilities and configuration settings. LLDP also defines how to store and maintain
information gathered about the neighboring network nodes it discovers.

After Click "Advanced Configure">"LLDP" , followed screen will appear.

» Information & Status
» Network Admin

» Port Configure
»PoE

wAdvanced Configure

= MAC Table
>PTP

= VLANs

»Voice VLAN
»GVRP

» Port Isolation

= Loop Protection

LLDP Configuration
LLDP Parameters

Tx Interval seconds
Tx Hold times .
Tx Delay seconds.
Tx Reinit seconds.

L]

LLDP Interface Configuration

Optional TLVs

>Spanning Tree Interface Mode Port Descr Sys Name SysDescr SysCapa MgmtAddr
»IPMC Profile -
« MEP | GigatitEthemnet 111 | '
oS Snooping | GigabitEthemet 12|
»IPVE MLD Snooping | GigabitEthemet 1/3 | . .
e GigabitEthernet 1/4
» Security Configure | GigabitEthernet 1/5 | | |
» QoS Configure | GigabitEthernet 1/6 [ . .
>Diagnostics | GigabitEthemnet 177 | ' |
P el g [ GigabitEthemet 178 | ' '
| 25GigabitEthernst 1/1 | [ Enabled v| | |
[ 2 5GigabitEthernet 172 | ' '

| Save || Reset |

Screen Configuration object and description is:

Object Description

Here allows the user to inspect and configure the current LLDP port
settings:

Tx Interval: Transmission Interval Time
Tx Hold: Hold time Multiplier

Tx Delay: Transmit Delay Time

Tx Remit: Transmit Remit Time

LLDP Parameters

Select LLDP messages transmit and receive modes for LLDP Protocol

Mode DataUnits. Options are Tx only, Rx only, Enabled, and Disabled.

To configure the information included in the TLV field of advertised
messages.When followed option is checked, corresponding information
will be included inLLDP information transmitted.

Port Descr: Port Description

Sys Name: System Name

Sys Descr: System Description
Sys Capa: System Capability
Mgmt Addr: Management Address

Optional TLVs

Click "Save" to store and active settings.

9.10 Loop Protection

Loop protection is to avoid broadcast loops. After Click "Advanced Configure">"Loop Protection” ,
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followed screen will appear.

» Information & Status
» Network Admin
» Port Configure General Seitings
» PoE
s Advanced Configure
= MAC Table
*»PTP
«WLANS
»Voice VLAN

3»GVRP Port Configuration

Loop Protection Configuration

Global Configuration
Enable Loop Protection QEME=-0

Transmission Time | seconds

Shutdown Time | seconds .

>Port Isolation Port Enable Action Tx Mode

= Loop Protection = l-::_‘}—vl |<:;=—v|
}Sparlning Tree 1 | Shutdown Port A | | Enable v |
tﬁg; Profie | 2 | || Shutdown Port V||| Enable V|
«ERPS 3 | Shutdown Port A | | Enable v |
»|GMF Snooping | 4 | || Shutdown Port A ||| Enable + |
»IPVE MLD Snooping 5 | Shutdown Port ~|[Enable +|
«LLDP | [Shutdown Port v |[Enable v|

» Security Configure

Shutdown Port ||| Enable » |

| Shutdown Port ||| Enable »
Shutdown Port + ||| Enable »

| Shutdown Port ||| Enable

» Q05 Configure
» Diagnostics
» Maintenance 9

o
<A< << << 1<

| Save || Reset |

Configuration object and description is:

Object Description

Enable Loop Protection: click drop-down menu to disable or enable
LoopProtection;

Transmission Time: enter a number to set Loop Protection Interval
Time;Shutdown Time: enter a number to set port Shutdown Time.

Global Configuration

Enable Check to enable corresponding port loop protection.

Action Action take when the port detected loop. There are 3 types of action
for users toselect, Shutdown port, Shutdown port and Log, Log Only.

Tx Mode To enable or disable Tx.

Click "Save" to store and active settings.
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10 QoS Configure

Quality of Service (QoS) is an advanced traffic prioritization feature that allows you to establish
control over network traffic. QoS enables you to assign various grades of network service to different
types of traffic, such as multi-media, video, protocol-specific, time critical, and file-backup traffic. This
function n can’t only reserve bandwidth, but also limit other traffic that is not so important.

10.1 QoS Port Classification

After Click "QoS Configure">"Port Classification” , followed screen will appear.

Information & Status - .
> QoS Ingress Port Classification

» Network Admin

> Bort Configure

»Advanced Configure | 1 ' " Disabled ] ' '

S 2 | | ' (0] Disabled 0 ' '

wQos Cnnﬂﬁuur.e . 3| I I " Disabled 0 T |
ot oty 4| [0~ | [0~ [[0~]|[O~][ Dsabled | O | |
= Queue Policing 5 Disabled _
-For gﬁfa‘ﬁ?n“q'&f 6 | [[0v]| Disabled 0
= Port 'T'ag Re;narking ! | l | | | Disabled g ! !
» Port DSCP i Disabled 0
.I::s::ZF'-ELased QoS g | | ' " Disablad 0 ' '
- DSOP Casafcaton 0 |[ov][[ov][ov]|[ov]| mssbes | O] |

= (o3 Control List

« Storm Policing | Save || Reset |

» Diagnostics
Maintenance

Configuration object and description is:

Object Description

Controls the default class of service, ranging from 0 (lowest) to 7 (highest).

All frames are classified to a CoS. There is a one to one mapping between
CoS,queue and priority. A CoS of 0 (zero) has the lowest priority

The classified CoS can be overruled by a QCL entry.

Note: If the default CoS has been dynamically changed, then the actual
default CoS isshown in parentheses after the configured default CoS.

CoS

Controls the default drop precedence level.

DPL All frames are classified to a drop precedence level. The classified DPL can
be overruled by a QCL entry.

Controls the default PCP value.
All frames are classified to a PCP value.

PCP If the port is VLAN aware and the frame is tagged, then the frame is
classified to thePCP value in the tag. Otherwise the frame is classified to
the default PCP value.

Controls the default DEI value.
All frames are classified to a DEI value.

DEI If the port is VLAN aware and the frame is tagged, then the frame is
classified to theDEI value in the tag. Otherwise the frame is classified to the
default DEI value.

The IP/MAC address mode specifying whether the QCL classification must
Address Mode be basedon source (SMAC/SIP) or destination (DMAC/DIP) addresses on
this port. The allowed values are:

44



Source: Enable SMAC/SIP matching. Destination: Enable DMAC/DIP
matching.

Click "Save" to store and active settings.

10.2 Port Policing

After Click "QoS Configure">"Port Policing" , followed screen will appear.

Information & Status .
? QoS Ingress Port Policers

» Network Admin
» Port Configure Unit Flow Control
»PoE * ] 500| || == w L
»Advanced Configure 1 0 | 5UD| |kb|:|s v| 0
> Security Configure 7 | 0 | 50D| ' Tkbps v | 0
» (oS Configure 1 — t —
« Port Classification 3. U | 500/ | [kbps v | |
« Port Policing 4 O || 500| | [kbps v | O
= Clueue Policing 5 ] | 50D| | kbps V| ]
= Port Scheduler 1 - i =
» Port Shaping 6 U | 500 . | kbps | ]
= Port Tag Remarking 7 ] | 5(]|}| [kbps | 0
= Port DSCP [ — [ -
= DSCP-Based QoS 8] U | 500] | [kbps v 2
= DSCP Translation 9| O | 500 | |kbps v| O
= DSCP Classification 10 ] | 5g|}| [kbps | ]
= Q0S5 Control List ] ]
= Storm Policing | Save ” Reset |
Diagnostics
Configuration object and description is:
Object Description
Enabled Check the box to enable Port Policing.

Controls the rate for the policer. The default value is 500. This value is
Rate restricted to 100-1000000 when the "Unit" is "kbps" or "fps", and it is restricted
to 1-3300 when the"Unit" is "Mbps" or "kfps".

Controls the unit of measure for the policer rate as kbps, Mbps, fps or kfps.

Unit Thedefault value is "kbps".

If flow control is enabled and the port is in flow control mode, then pause

Flow Control frames aresent instead of discarding frames.

Click "Save" to store and active settings.

10.3 Storm Control Configuration

After Click "QoS Configure">"Storm Control" , followed screen will appear.
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DS Global Storm Policer Configuration

» Network Admin

» Port Configure Frame Type Enable Rate Unit
»PoE Unicast ] 1| |fps |
» Advanced Configure " Multicast O | | 1] ' [fps w| .
LA =B LTI LI ' Broadcast = | 1] [ [fos_v]|

(oS Configure
= Port Classification
= Port Policing
» CQueue Policing
= Port Scheduler
= Port Shaping
» Port Tag Remarking
= Port DSCP
= DSCP-Based QoS
= DSCP Translation
= DSCP Classification
= (oS Control List
» Storm Policinn

| Save || Reset |

Configuration object and description is:

Object Description

This switch supports 3 kinds of Frame Type: Unicast, Unknown Multicast,
Frame Type Broadcast.
Enable Check the box to enable Storm Control.

The rate unit is packets per second (pps). Valid values are:1, 2, 4, 8, 16, 32,
Rate (pps) 64, 128,256, 512, 1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K, 256K, 512K or

1024K..

Click "Save" to store and active settings.
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11 Security Configure
11.1 Password

To change system login password of the switch, please click "Security Configure">"Password".

»Information & Status Users Configuration
» Network Admin 9

» Port Configure User Name Privilege Level
15

» PoE admin |
» Advanced Configure
w Security Configure
= Users
= Pnivilege Levels
= S5H
«HTTPS
= Port Security Limit
= Access Management
= 802 1%
»ACL
»DHCF
»IPEMALC Source Guard
»ARP Inspection
> AAA

| Add New User |

Configuration Screen Click "Save" to store and active settings.

11.2 802.1X

In the 802.1X-world, the user is called the supplican’t, the switch is the authenticator, and the RADIUS
server is the authentication server. The switch acts as the man-in-the-middle, forwarding requests
and responses between the supplican’'t and the authentication server. Frames sent between the
supplican’t and the switch are special 802.1X frames, known as EAPOL (EAP over LANS) frames.
EAPOL frames encapsulate EAP PDUs (RFC3748). Frames sent between the switch and the
RADIUS server are RADIUS packets.

RADIUS packets also encapsulate EAP PDUs together with other attributes like the switch's IP
address, name, and the supplican’t's port number on the switch. EAP is very flexible, in that it allows
for different authentication methods, like MD5-Challenge, PEAP, and TLS. The important thing is that
the authenticator (the switch) doesn't need to know which authentication method the supplican’t and
the authentication server are using, or how many information exchange frames are needed for a
particular method. The switch simply encapsulates the EAP part of the frame into the relevant type
(EAPOL or RADIUS) and forwards it.

When authentication is complete, the RADIUS server sends a special packet containing a success
or failure indication. Besides forwarding this decision to the supplican’t, the switch uses it to open up
or block traffic on the switch port connected to the supplican’t.

The IEEE 802.1X standard defines a client-server-based access control and authentication protocol
that restricts unauthorized clients from connecting to a LAN through publicly accessible ports. The
authentication server authenticates each client connected to a switch port before making available
any services offered by the switch or the LAN.

Until the client is authenticated, 802.1X access control allows only Extensible Authentication Protocol
over LAN (EAPOL)traffic through the port to which the client is connected. After authentication is
successful, normal traffic can pass through the port.

This switch supports 802.1X port-based authentication. In this page, user can configure 802.1X. After
click "Security Configure">"802.1X", followed screen will appear.
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> Information & Status

Network Access Server Configuration

» Network Admin

»Port Configure System Configuration

>PoE

»Advanced Configure Mode

+ Security Configure Reauthentication Enabled O
«Users Reauthentication Period 3600 seconds
=Privilege Levels EAPOL Timeout seconds
:i‘;HPS Aging Period seconds
»Port Security Limit Hold Time 1] seconds

= Access Management

=802.1X

»ACL

»DHCP

>IP&MAC Source Guard

3>ARP Inspection

FAAA
» QoS Configure Port Configuration
»Diagnostics
>Maintenance

RADIUS -Assigned QoS Enabled
RADIUS Assigned VLAN Enabled [l
Guest VLAN Enabled

Guest VLAN ID

Max. Reauth. Count

Allow Guest VLAN if EAPOL Seen

(1S

RADIUS-Assigned RADIUS-Assigned Guest

Foi G AR QoS Enabled VLAN Enabled  VLAN Enabled

Port State

1| |Force Authorized v Globally Disabled
2 | |Force Authorized v Globally Disabled

Configuration object and description is:

Object Description
System Here, user can enable or disable 802.1X or Re-authentication, as well as
Configuration set Re-authentication Period / EAPOL Timeout / Aging Period / Hold Time

Click drop-down menu to select a Admin State. Available options: Force

Port Configuration Authorized,Force Unauthorized, 802.1X, Mac-based Auth.

Click "Save" to store and active settings.
11.3 DHCP Snooping
11.3.1 DHCP Overview

DHCP protocol is widely used to dynamically allocate reusable network resources, such as IP
address. A typical process of DHCP to obtain IP is as following:

DHCP Server

G Ethernet }
e T """""" 1.DHCPDISCOVER T *
' 2. DHCPOFFER
"m"LT’"m""""éf'f)'ﬁ'é'ﬁﬁiéétl'égi' """"""""""""""""""""""""""""""""""""" *
4. DHCPACK

DHCP Client sent DHCP DISCOVER message to DHCP Server, if Client did not receive respond
from server within a period of time, it will resend DHCP DISCOVER message.

After received DHCP DISCOVER message, DHCP Server will assign sources (IP address for
example) to client, and then send DHCP OFFER message to DHCP Client.

After received DHCP OFFER message, DHCP Client send DHCP REQUEST to ask for server lease,
and notify the other servers that it has accepted this server to assign addresses.

After received DHCP REQUEST, server will verify whether resource can be allocated. If OK, it will
send DHCP ACK message; If not OK, it will send DHCP NAK message. After received DHCP ACK
message, start using the source which server assigned. If received DHCP NAK, DHCP Client will
resend DHCP DISCOVER message.
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11.3.2 About DHCP Snooping

The addresses assigned to DHCP clients on insecure ports can be carefully controlled using the
dynamic bindings registered with DHCP Snooping. DHCP snhooping allows a switch to protect a
network from rogue DHCP servers or other devices which send port-related information to a DHCP
server. This information can be useful in tracking an IP address back to a physical port.

Command Usage

Network traffic may be disrupted when malicious DHCP messages are received from an outside
source. DHCP snooping is used to filter DHCP messages received on a non-secure interface from
outside the network or firewall When DHCP snooping is enabled globally and enabled on a VLAN
interface, DHCP messages received on an untrusted interface from a device not listed in the
DHCP snooping table will be dropped

Table entries are only learned for trusted interfaces. An entry is added or removed dynamically to
the DHCP snooping table when a client receives or releases an IP address from a DHCP server.
Each entry includes a MAC address, IP address, lease time, VLAN identifier, and port identifier.

When DHCP snooping is enabled, DHCP messages entering an untrusted interface are filtered
based upon dynamic entries learned via DHCP snooping.

If a DHCP packet from a client passes the filtering criteria, it will only be forwarded to trusted ports
in the same VLAN

If a DHCP packet is from server is received on a trusted port, it will be forwarded to both trusted
and untrusted ports in the same VLAN.

If the DHCP snooping is globally disabled, all dynamic bindings are removed from the binding
table.

11.3.3DHCP Snooping Configure

After click "Security Configure “> “DHCP "> “Snooping Setting “, following screen will appear.

» Information & Status
» Network Admin

» Port Configure
»PoE

» Advanced Configure

v Security Configure Port Mode Configuration

» Users
» Privilege Levels Port Mode

55 = W
«HTTPS '
= Port Security Limit

= Access Management
= 802 1X

*»ACL

»wDHCP

DHCP Snooping Configuration
Snooping Mode

.Trusted v
rusted

rusted W

i

I

rusted

O W | Qo = D e L D
II

rusted w

I

= Snooping Setting
= Snooping Table

= Relay

= Relay Statistics

= Detailed Statistics

rusted W |
Trusted +|
Trusted |
Trusted |

. Trusted |

» IPEMAC Source Guard
»ARP Inspection
»AAN

1

| Save || Reset |

Configuration object and description is:
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Object

Description

DHCP Snooping Mode

Click drop-down menu to enable or disable DHCP Snooping

Port Mode

Indicates the DHCP snooping port mode. Possible port modes are:
Trusted: Configures the port as trusted source of the DHCP messages.

Untrusted: Configures the port as untrusted source of the DHCP
messages.

Click "Save" to store and active settings.

11.4 IP&MAC Source Guard

IP&MAC Source Guard is a secure feature used to restrict IP traffic on DHCP snooping untrusted
ports by filtering traffic based on DHCP Snooping Table or manually configured IP Source Bindings.
It helps prevent IP spoofing attacks when a host tries to spoof and use the IP address of another

host.

11.4.1 Port Configuration

In this page, user can make IP&MAC Source Guard Port Configuration. After click Security
Configure “> “IP & MAC Source Guard “> “Configuration “, followed screen will appear.

» Information & Status
» Network Admin
» Port Configure
» PoE
» Advanced Configure
w Security Configure

= Users

= Privilege Levels

Ovils
=« 55H

«HTTPS
= Port Security Limit
= Access Management
= 802.1X
»ACL
»DHCP
wIPEMAC Source Guard
= Configuration
= Siatic Table
= Dynamic Table
»ARF Inspection
»AAA
» Q05 Configure
» Diagnostics
» Maintenance

IP Source Guard Configuration

woce |FETERA]

| Translate dynamic to static |

Port Mode Configuration

Port Mode Max Dynamic Clients

== Vl::} A

1 [ Disabled v || Unlimited v
2 | Disabled v |[ Unlimited v
3 | Disabled v || Unlimited v
4 | Disabled v |[ Unlimited v
5 [ Disabled + |[ Unlimited v
6 | Disabled v |[ Unlimited v
7 | Disabled v || Unlimited v
8 | Disabled v || Unlimited v
9 [Disabled + |[ Unlimited v
10 [ Disabled v |[ Unlimited v

| Save || Reset |

Configuration Screen Configuration object and description is:

Object Description

Click drop-down menu to enable or disable Global IP&MAC Source Guard
Global Mode f .

unction

Click drop-down menu to enable or disable the IP&MAC Source Guard
Port Mode function forcorresponding port.
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Click drop-down menu to select Max Dynamic Clients. Available options:
Max Dynamic Clients |Unlimited,0, 1, 2.

Click "Save" to store and active settings.

11.4.2 Static Table

In this page, user can manually set Static Table of IP&MAC Guard to fulfill controlling function to port.
After click "Security Configure “> “IP&MAC Source Guard “> “Static Table “, followed screen will
appeatr.

» Information & Status

Static IP Source Guard Table

3 Network Admin
» Port Configure Delete Port VLANID IP Address MAC address
»PoE [ Delete | [1 ~| I |

»Advanced Configure
+ Security Configure | Add New Entry | |
= Users
= Privilage Levels | Save || Reset |
= SSH
=HTTPS
» Port Security Limit
= Access Management
= 802 1%
»ACL
»DHCP
wIPEMAC Source Guard
- r":nnﬁgl iratinn
= Static Table
= Liynamic 1aoie

»ARP Inspection

Configuration object and description is:

Object Description

Port Click drop-down menu to select which port should be fixed.
VLAN Type VLAN ID that should be fixed to

IP Address Type IP Address that should be fixed to

MAC Address Type Mac Address that should be fixed to

Click "Add New Entry “ button to create a new record. Click "Save" to store and active settings.

11.5 ARP Inspection

Dynamic ARP Inspection (DAI) is a secure feature. Several types of attacks can be launched against
a host or devices connected to Layer 2 networks by "poisoning" the ARP caches. This feature is used
to block such attacks. Only valid ARP requests and responses can go through DUT.A Dynamic ARP
prevents the untrust ARP packets based on the DHCP Snooping Database. This page provides ARP
Inspection related configuration. Port Configuration

User can make port configuration in this page. After click "Security Configure “> “ARP Inspection “>
“Port Configuration “, followed screen will appeatr.

51



» Information & Status
» Network Admin

» Port Configure
»PoE

» Advanced Configure
w Security Configure

ARP Inspection Configuration

ods ISR

| Translate dynamic to static |

= Users
= Privilege Levels

oo
Fhatal

Port Mode Configuration

«HTTPS Port Mode Check VLAN Log Type
= Port Security Limit (- w e w = o
e anagement 1 [Disabled v| [Disabledv| | [None |
L I 11 F.a . !
>ACL 2 | Disabled v | | Disabled v| | [None v|
»DHCP 3 | Disabled v | |Disabled v| | [None «|
»IPEMAC Source Guard 4 _|Disabled*~f|_ | Disabled w | _ |None |
wAREInspechion 5 |Disabled v | |Disabled v| | [None v|
= Port Configuration 6 [Disabled v| [Disabledv| | [None ~|
«VLAN Configuration — 1 - [

« Static Table 7 _|D|sabled\f|_ | Disabled w | _ |None |
= Dynamic Table 8 _|DisabledV|_ | Disabled w | _ |None |
>AAA 9 | Disabled v | |Disabled v| | [None v |

»QoS Configure 10 | Disabled v| [Disabled v| | [None v||

» Diagnostics
» Maintenance

| Save || Reset |

Configuration object and description is:

Object Description

Global Mode Click drop-down menu toenable or disable Global ARP Inspection

Port Mode Click drop-down menu toenable or disable port-based ARP Inspection

If you want to inspect the VLAN configuration, you have to enable the
setting of "Check VLAN". The default setting of "Check VLAN" is disabled.
When the setting of"Check VLAN" is disabled, the log type of ARP
Inspection will refer to the port setting. And the setting of "Check VLAN" is
enabled, the log type of ARP Inspection will refer to the VLAN setting.
Possible setting of "Check VLAN" are:

Enabled: Enable check VLAN operation. Disabled: Disable check VLAN
operation.

Check VLAN

Only the Global Mode and Port Mode on a given port are enabled, and the
setting of"Check VLAN" is disabled, the log type of ARP Inspection will
refer to the port setting. There are four log types and possible types:
None: Log nothing.

Deny: Log denied entries. Permit: Log permitted entries.ALL: Log all
entries.

Log Type

Click "Save" to store and active settings.
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11.5.1VLAN Configuration

After click "Security Configure “> “ARP Inspection “> “VLAN Configuration “, followed screen will
appeatr.

» Information & Status
» Network Admin

» Port Configure Start from VLAN | 1 |with | 20 | entries per page.

» PoE
Delete VLANID Log Type

» Advanced Configure

v Security Configure | Delete | MNone w

= Users
» Privilege Levels | Add New Entry |

VLAN Mode Configuration

oD
55

«HTTPS | Save || Reset |
= Port Security Limit -
= Access Management
= 802 1X
»ACL
»DHCP
»IP&EMALC Source Guard
»ARFP Inspection
= Port Configuration
» VLAN Configuration
= Static Table
= Dynamic Table
> AAA

Configuration object and description is:

Object Description
VLAN ID Indicates the ID of this particular VLAN

Click drop-down menu to enable or disable port-based ARP Inspection.

Specify ARP Inspection is enabled on which VLANSs. First, you have to
enable the port setting on Port mode configuration web page. Only when
both Global Mode andPort Mode on a given port are enabled, ARP
Inspection is enabled on this given port. Second, you can specify which
VLAN will be inspected on VLAN mode configuration web page. The log
type also can be configured on per VLAN setting.

Possible types are:None: Log nothing.

Deny: Log denied entries. Permit: Log permitted entries.ALL: Log all
entries.

Log Type

Click "Add New Entry “ button to create a new record of VLAN configuration. Click "Save" to store
and active settings.

11.5.2 Static Table

User can manually configure ARP Inspection Static Table to control port. After click "Security
Configure “> “ARP Inspection “> “Static Table “, followed screen will appear.
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SRR — Static ARP Inspection Table

» Network Admin
» Port Configure Delete Port VLANID MAC Address IP Address
»PoE [Delete J[+ ~]/[ I [ ]
»Advanced Configure
+ Security Configure | Add New Entry |

= Users S

= Privilege Levels | Save || Reset |

= 55H

«HTTPS

= Port Security Limit

= Access Management

= 802.1X

»ACL

»DHCP

» |IP&MAC Source Guard

+ARP Inspection
= Port Configuration
«WVLAN Configuration
= Static Table
= Dynamic Table

Configuration object and description is:

Object Description

Port Click drop-down menu to select which port should be fixed.
VLAN Type VLAN ID that should be fixed to

IP Address Type IP Address that should be fixed to

MAC Address Type Mac Address that should be fixed to

Click "Add New Entry “ button to create a new record. Click "Save" to store and active settings.

11.6 ACL

ACL is an acronym for Access Control List. It is the list table of ACEs, containing access control
entries that specify individual users or groups permitted or denied to specific traffic objects, such as
a process or a program. Each accessible traffic object contains an identifier to its ACL. The privileges
determine whether there are specific traffic object access rights.

ACL implementations can be quite complex, for example, when the ACEs are prioritized for the
various situation. In networking, the ACL refers to a list of service ports or network services that are
available on a host or server, each with a list of hosts or servers permitted or denied to use the service.
ACL can generally be configured to control inbound traffic, and in this context, they are similar to
firewalls.

11.6.1 ACL Ports Configure

After click "Security Configure “> “ACL “> “Ports “, followed screen will appear.
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> Information & Status
> Network Admin

> Port Configure Policy ID Action  Rate Limiter ID EVC Policer EVC Policer ID Port Redirect Mirror Logging Shutdown State Counter
>PoE Disabled
» Advanced Configure gl Iz~ [+ [=_ ~|l 1| |Portt [ ~i[le ~ile ~]i[e ]

+ Security Configure Port2  ~||
= Users Disabled
- Privilege Levels il 0] | [Permit v [Disabled v | | [Disabled v | 1 Port 1 [Disabled v | | [Disabled v | | [Disabled v| | [Enabled v 0

ACL Ports Configuration | Refresh || Clear |

=SSH Port 2
«HTTPS Disabled
= Port Security Limit 2| 0| | [Permit v |Disabled v | | |Disabled v | 1 Port 1 [Disabled v| | [ Disabled v | | [Disabled v| | | Enabled +| 0
= Access Management Port 2 -
=802.1X Disabled
wACL 3 0| | [Permit v | Disabled v| | |Disabled v| 1 Port 1 [Disabled v| | [Disabled v |  [Disabled »| | |Enabled v| 0
= Ports. Port 2 -
= Rate Limiters Disabled
orbtres Srin s 4] 0| | [Permit v | | Disabled v| | [Disabled v| 1 Port 1 | Disabled v | | [ Disabled | | [ Disabled v| | Enabled v| 4607
>DHCP Port2 ~
>IP&MAC Source Guard | | I | | | Disabled - | |
»ARP Inspection 5] 0] | [Permit v | | Disabled v | | |Disabled v | 1 Port 1 | Disabled v| | [Disabled v| | [ Disabled v | | [Enabled v| 0
SAAA Port2 ~
>QoS Configure Disabled
JE——— | 0| | [Permit v | Disabled v | | |Disabled v | 1 Port 1 [Disabled v| | [Disabled | | [Disabled v | | [Enabled v| 0
> Maintenance me 2 K
Disabled
7| 0| | [Permit v |Disabled v | | [Disabled | 1 Port 1 [Disabled v| | [Disabled v | | [Disabled v | | [Enabled | 0

Port2 ~

Configuration object and description is:

Object Description

There are 2 available options:

Action Permit: that specific port allows data going through.Deny: that specific port forbid
data going through.

Rate Limiter|Port’s fixed Rate Limiter ID, please go to Rate Limiter Configuration for more
ID details.

Select which port frames are redirected on. The allowed values are Disabled or a
Port Redirect |specificport number and it can't be set when action is permitted. The default value
is "Disabled".

Specify the mirror operation of this port. The allowed values are:Enabled: Frames
received on the port are mirrored.

Mirror : . . .
Disabled: Frames received on the port are not mirrored. The default value is
"Disabled".

Logging Enabled or Disabled Log

Specify the port shut down operation of this port. The allowed values are:Enabled:
If a frame is received on the port, the port will be disabled.

Shut Down Disabled: Port shut down is disabled.The default value is "Disabled".

Note: The shutdown feature only works when the packet length is less than
1518(withoutVLAN tags).

Specify the port state of this port. The allowed values are:

Enabled: To reopen ports by changing the volatile port configuration of the ACL
State usermodule.

Disabled: To close ports by changing the volatile port configuration of the ACL user
module.The default value is "Enabled".

Counter Counts the number of frames that match this rule.

Click "Save" to store and active settings.

11.6.2 Rate Limiter Configuration

User can make ACL Rate limiter configuration in this page. After click "Security Configure “> “ACL “>
“Rate Limiter “, followed screen will appear.
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» Information & Status

ACL Rate Limiter Configuration

» Network Admin
» Port Configure Rate Limiter ID Rate Unit
>PoE - 1 = W
»Advanced Configure 1 1 ||:|ps v||
Security Configure
v = Users | : | 1 | [
= F’Fivilege Levels | 3 | 1 |
« SSH 4 1] [eps ¥
s HTTPS 5 1 pps v
= Port Security Limit | g | 1 |
= Access Management PP |
= 802.1X 7 1| | | pps |
wACL | 8| 1] |
= Ports ] 1 ||:|ps v
= Rate Limiters
= Access Control List | 10 | 1 | {
»DHCP 1 || [pps v
>IP&MAC Source Guard [l 12 | 1] | |
»ARP Inspection 13 1 ||:|ps d
>AM | 14] ] |
> QoS Configure 15 1 ||:|ps h
» Diagnostics | 16 | 1 | IF'F'E—VI

» Maintenance

| Save || Reset |

Click "Save" to store and active settings.

11.6.3 Access Control List Configuration

User can make Access Control List Configuration in this page. After click "Security Configure “> “ACL
“> “Access Control List “, followed screen will appear.

» Information & Status
» Network Admin
» Port Configure
»PoE
» Advanced Configure
+ Security Configure
= Users
= Privilege Levels
=58H
=HTTPS
= Port Security Limit
= Access Management
=802.1X

ACE Configuration

Action

Rate Limiter QIE=IERES |
EVC Policer guEELIERRS

Ingress Port

Mirror Disabled v |
Logging Disabled v | |
Shutdown Disabled v

Counter 0]

Policy Filter

Frame Type

VLAN Parameters
802.1Q Tagged

~»ACL
= Ports
= Rate Limiters
= Access Control List
»DHCP
»|IPEMAC Source Guard
»ARP Inspection | Save || Reset || Cancel |

VLAN ID Filter

Tag Priority

> AAA
» QoS Configure
» Diagnostics
Maintenance

Click & bputton, to go to Access Control List, and edit it.
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12 Diagnostics

12.1 Ping Test

Ping is a little program that can issue ICMP Echo packets to the IP address you defined. Destination
node will respond to those packets sent from switch. So Ping test is to troubleshoot IP connectivity
issues.

After click "Diagnostics "> “Ping “, followed screen appear.

» Information & Status .
» Network Admin ICMP ng

> Port Configure IP Address | 1921651088 | |

R Ping Length | |56
» Advanced Configure

Ping Count |5 |
Ping Interval |1 |

» Security Configure
» 05 Configure
wDiagnostics

= Ping

= Cable Diagnostics

= CPU Load

| Start |

Configuration object and description is:

Object Description
IP Address The destination IP Address that needed to Ping

Ping Length Input a number between 1 and 1452. Default: 56

The times for inputting Ping IPv4 address or IPv6 address (Number of echo
requests tosend). User can input a number between 1 and 60.

Ping Count

Ping Interval Interval time for Ping (Send interval for each ICMP packet)

Click "Start “ button to start Ping testing.

12.2 Cable Diagnostics

The Cable Diagnostics performs tests on 10/100/1000BASE-Tcopper cables. These functions have
the ability to identify the cable length and operating conditions, and to isolate a variety of common
faults that can occur on the Cat5 twisted-pair cabling.

After click "Diagnostics "> “Cable Diagnostics “, followed screen will appear.

» Information & Status . . .
» Network Admin VeriPHY Cable Diagnostics

» Port Configure m |
»PoE

» Advanced Configure | Start |

» Security Configure

>g_05 Cﬂr;::ﬂ“"* Cable Status
CULEIHNEENE Port PairA LengthA PairB LengthB PairC LengthC PairD LengthD

=Fing 1

» Cable Diagnostics
= CPU Load

>Maintenance

| VenPHY is running...

Q0= | | || G| P

Figure 8-2 Cable Diagnostics Screen Click "Start “ button to start “Cable Diagnostics “ testing.
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12.3 CPU Load

This page shows percent of CPU load. After click "Diagnostics “> “CPU Load “, followed screen will appear.

»Information & Status

»Network Admin CPU Load Auto-refresh
T 100ms 5% lsec3%  10sec 3% (all numbers running average)
»Advanced Configure
> Securily Configure
»QoS Configure
w~Diagnostics
=R 75%
= Cable Diagnostics
»CPU Load
»Maintenance
50%

Maintenance

13.1 Restart Device

This page is for restarting switch. After click "Maintenance "> “Restart Device “, followed screen will
appear.

»Information & Status
»Network Admin
» Port Configure
»PoE
» Advanced Configure
» Security Configure
» QoS Configure
» Diagnostics
wMaintenance
= Restart Device
= Factory Defaulis
» Firmware Upgrade
= Firmware Select
»Configuration

Restart Device

Are you sure you want to perform a Restart?

|Yes||N0|

Please click "Yes “ to restart the switch.

13.2 Factory Defaults

This page is for making all settings to factory defaults. After click "Maintenance "> “Factory Defaults
“, followedscreen will appear.

»Information & Status
3> Network Admin

> Port Configure
»PoE

»Advanced Configure
> Security Configure

» QoS Configure

Factory Defaults

Are you sure you want to reset the configuration to

Factory Defaults?

»Diagnostics
wMaintenance
= Restart Device
= Factory Defaults
= Firmware Upgrade
= Firmware Select
Configuration

|Yes| |No|

Please click "Yes “ to reset the configuration to Factory Defaults.

13.3 Firmware Upgrade

This page is for upgrading system firmware. After click "Maintenance "> “Firmware Upgrade “,
followed screenwill appear.
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» Information & Status
Software Upload
» Network Admin P

>Port Configure v | smrays [ Upload |

»PoE
» Advanced Configure
» Security Configure

» Qo5 Configure

» Diagnostics
w+Maintenance
= Restart Device
» Factory Defaulis
= Firmware Upgrade
= FiMmware Select
» Configuration

Please click "Browse “ to select the firmware that needed to upgrade. And then click "Upload “ to start
upgrading.

13.4 Firmware Select

This page is for upgrading system firmware. After click "Maintenance "> “Firmware Upgrade “
followed screenwill appear.

» Information & Status
» Network Admin

» Port Configure
»PoE

» Advanced Configure
» Security Configure

Software Image Selection

Active Image

| Image | managed
| Version | V1.1-2020-06-20 _
| Date | 2020-06-20T04:17:34-07:00 |

» QoS Configure Alternate Image

» Diagnostics | Image | managed.bk
wvMaintenance | Version | V1.1-2020-06-20 _
« Restart Device | Date | 2020-06-20T04:17:34-07:00 |

= Factory Defaults

= Firmware Uparade
= Firmware Select

» Configuration

| Activate Alternate Image || Cancel |

Please click "Activate Alternate Image “ to select the firmware.

13.5 Configration

In this page, user can download, upload, activated or delete configuration files.

13.5.1 Download Configuration File

After click "Maintenance "> “Download “, followed screen will appear.
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» Information & Status
» Network Admin

» Port Configure Select configuration file to save.
»PoE

» Advanced Configure

» Security Configure
» QoS Configure | O running-config |
» Diagnostics ) default-config
»Maintenance ) startup-config
= Restart Device
= Factory Defaults | Download Configuration |
= Firmware Upgrade
= Firmware Select
wConfiguration
= Download
= Upload
= Activate
= Delete

Download Configuration

Please note: running-config may take a while to prepare for download.

Please choose a file and then click "Download Configuration “ button to download.

13.5.2Upload Configuration File

After click "Maintenance "> “Upload “, followed screen will appear. Then user can upload
Configuration File.

» Information & Status
» Network Admin

»Port Configure File To Upload

»PoE
» Advanced Configure | R | FIFFEEA

» Security Configure
» Q05 Configure

» Diagnostics File Name Parameters

+Maintenance . Orunning-config | | Replace | Merge |

» Restart Device ) startup-config
» Factory Defaults '
= Firmware Upgrade
= Firmware Select
wConfiguration

= Download

= Upload

= Activate

= Delete

Upload Configuration

Destination File

) Create new file

| Upload Configuration |

13.5.3 Activate Configuration

After click "Maintenance "> “Activate “, followed screen will appear. Then user can activate

Configuration File.
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> Information & Status
» Network Admin
> Port Configure Select configuration file to activate. The previous configuration will be completely replaced, potentially leading to loss of management connectivity
»PoE
> Advanced Configure
> Security Confioure | File Name |
» QoS Configure | O default-config |
> Diagnostics |_® startup-config |
+wMaintenance
= Restart Device | Activate Configuration \
= Factory Defaults
= Firmware Upgrade
= Firmware Select
wConfiguration
= Download
= Upload
= Activaie
= Delete

Activate Configuration

Please note: The activated configuration file will not be saved to startup-config automatically.

14 Delete Configuration File

After click "Maintenance "> “Delete “, followed screen will appear. Then user can delete Configuration
File.

» Information & Status
» Network Admin
» Port Configure Select configuration file to deleta.

» PoE
» Advanced Configure -Em

® startup-config |

Delete Configuration File

» Security Configure

£2.0 T BTOLT TS [ Delete Configuration File ]
» Diagnostics
wMaintenance
= Restart Device
» Factory Defaults
» Firmware Upgrade
= Firmware Select
wConfiguration
= Download
= Upload
= Activate
= Delete
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Appendix 1 Term List

English Name

Description

ARP(Address Resolution
Protocol)

A protocol that converts an IP address to a physicaladdress

Auto-Negotiation

To automatically negotiate the working rate and duplex
mode on both ends of the switch and other equipment

Broadcast Storm

Excessive broadcast frames are sent across the network
via a single port. The response to forward information will
stack up in the network, consume excessive network
resources, or cause network timeouts

Broadcasting

The forwarding of data to all nodes in the network

CoS (Class of Service)

The 802.1 p priority scheme. The CoS provides a way to
add a priority label to the packet and divides the message
into eight levels. Range of values: 0 ~ 7

DHCP(Dynamic Host
Configuration Protocol)

The IP address, subnet mask, gateway and other
information are distributed dynamically in the network

DSCP (DiffServe Code
Point)

In a six-bit domain encapsulated in the IP header, the
message can be divided into 64 levels.

Value range: 0 ~ 63

Ethernet

Ethernet USES a total line or star topology and supports a

transmission rate of 10Mbps.The new version, called fast
Ethernet, can be up to 100Mbps.

Flow Control

Flow control enables low-speed equipment to communicate
with high speed devices. This kind of flow control is the way
to suspend the bag through high speed port to match the
speed of the high speed port and the speed of the low-
speed port

Frame

A packet containing the header and tail information required
for the physical medium layer.

Full-Duplex

Using the IEEE802.3 x standard, you can simultaneously
receive and send data operations in both directions at one
time

Half-Duplex

Using the Backpressure standard, you can only receive or
send a data operation in one direction at a time

IGMP (Internet Group
Management Protocol)

The mechanism of establishing and maintaining the
relationship between the host and three layer multicast
equipment is provided

IEEE 802.1p

IEEE 802.1q

QoS (Quiality of Service)

A technique used to solve problems such as network
latency and congestion

Trunking

A group of ports is bundled together to form an aggregate

group to increase the bandwidth and enhance the reliability
of the connection
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In an 8-bit domain encapsulated in the IP header, a
ToS (Type of Service) message representing different priority characteristics is

represented

UDP(User Datagram

An unconnected, unreliable transport layer protocol
Protocol)

UTP(Unshielded TwistedPair) |There is no shielding media outside the double strand
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Appendix 2 FAQ

Q: Why is it not normal to display a page through a WEB browsing configuration?

A: Before accessing the WEB, remove the cache and COOKIES of IE. Otherwise, it may cause the
abnormal.

Q: Forget the Password?

A: Forgetting the login password can be used to initialize the password by restoring the factory
settings. Press the button at 10s.Initial user name "admin” and password "admin

Q: Would be both working if configure by web or CLI?
A Yes, both ways are working.
Q: Why can’t increase bandwidth after configuring Trunk?

A: Please check if the information of Trunk set port is the same, including rate, duplex mode and
VLAN etc..

Q: How to deal with the problem of partial ports of switch?

A: When some ports are blocked on the switch, it may be the network cable fault, the network card
failure or the switch port failure, users can test by following steps:

Test the failure:

The connection of the computer and switch ports remains unchanged and replace other network
cables.

The network cable and switch port remains unchanged and change the computer;

The network cable and computer remain unchanged and replace the switch ports.
If confirmed that is caused by the switch port failure, please contact the supplier for maintenance.
Q: What is the order of the port self-adaptive status detection?

A: Port of state testing was conducted in the following order: 1000Mbps full-duplex, 100Mbps full-
duplex, 100Mbps half-duplex, 10Mbps full-duplex, 10 Mbps half-duplex. And automatically connect
with maximum speed.
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